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The modern constitutional and statutory framework permits the U.S.
government to obtain journalists’ confidential source information and work
product by secretly serving third-party service providers with subpoenas.
While the First Amendment protects journalists and the Fourth Amendment
guards against unreasonable government searches, new technology and the
involvement of third parties complicate the balance between independent
newsgathering and government access.

This Note examines reporters’ privilege jurisprudence stemming from the
seminal U.S. Supreme Court decision Branzburg v. Hayes, which declined to
recognize a categorical privilege. This Note also explores the subpoena
power in the digital age as it converges with privacy doctrine through the
Stored Communications Act.

This Note argues that Branzburg, which governs the use of the grand jury
subpoena power against the press, should not control when journalists’
third-party record holders are implicated. It contends that the existing First
Amendment precedent incidentally permits these secret subpoenas, which
circumvent the constraints imposed by Branzburg. These subpoenas also run
afoul of the Fourth Amendment because reporters maintain a legitimate
privacy interest in their materials. This Note asserts that such subpoenas are
per se unconstitutional under the Fourth Amendment, as they compel
disclosure without notice.
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INTRODUCTION

In early 2021, the U.S. Department of Justice (DOJ) attempted to obtain
the email logs of four New York Times (the “Times”) reporters.1 The
government initiated the “secret legal battle” by issuing a seizure order
directly to Google with a nondisclosure provision that concealed the efforts
from Times executives, publishers, and the affected reporters.2 The
government also targeted journalists at The Washington Post and CNN.3

When the United States was a burgeoning republic, the framers
contemplated the role of the free press in a democratic society.4 Drawing on
their experience with a tyrannical English government under which
criticizing the king was unlawful, the founding fathers envisioned an
independent and robust news media as a pillar of the society they sought to

1. See Charlie Savage & Katie Benner, U.S. Waged Secret Legal Battle to Obtain Emails
of 4 Times Reporters, N.Y. TiMes (June 9, 2021), https://www.nytimes.com/2021/06/
04/us/politics/times-reporter-emails-gag-order-trump-google.html (on file with the Fordham
Law Review).

2. 1d. This unsuccessful probe spanned the end of President Donald J. Trump’s first
administration and continued into the beginning of President Joseph R. Biden Jr.’s term. See
id.

3. Seeid. In a marked escalation in government efforts to obtain journalists’ confidential
information, the DOJ subpoenaed the Times and its reporters to uncover their phone records
related to a national security matter in July 2026. See Michael M. Grynbaum & Jonah E.
Bromwich, U.S. Withdraws Subpoenas Issued to New York Times Journalists, N.Y. TIMES
(Quly 23, 2026), https://www.nytimes.com/2026/07/23/business/media/new-york-times-
subpoenas-withdraw.html (on file with the Fordham Law Review). Following intense public
outrage and criticism from the presiding district judge—who told the government he would
quash the subpoenas if it did not withdraw them because the DOJ was not “in basic compliance
with the law”—the DOJ withdrew these subpoenas. Id.; In re Grand Jury Subpoenas Dated
July 10, 2026, N.Y. Times Co., No. 26-mc-352, 2026 WL 2141248, at *1 (S.D.N.Y. July 23,
2026).

4. See Philip B. Kurland, The Original Understanding of the Freedom of the Press
Provision of the First Amendment, 55 Miss. L.J. 225, 231, 236 (1985); Annett Swierzbinski,
The Newsperson’s Privilege and the Right to Compulsory Process—Establishing an
Equilibrium, 49 FOrRDHAM L. REV. 694, 699 (1981); Ashutosh Bhagwat, Posner, Blackstone,
and Prior Restraints on Speech, 2015 BYU L. Rev. 1151, 1180 (“[F]or the Framers it was the
press that most mattered.”).
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establish.5> A core tenet of this freedom is the protection against government
censorship, which, incidentally, discourages journalists and publishers from
self-censoring.6 Nevertheless, journalists are neither unlimited in what they
publish nor unfettered in their reporting methods.”

There is no all-encompassing reporter’s privilege that protects journalists
and their sources from government and law enforcement interference.8 Thus,
courts have long grappled with how to reconcile government interests—such
as national security and legitimate prosecutions—while upholding
journalists’ freedom to operate under the First Amendment.® To strike this
balance, courts impose procedural requirements and administrative
mechanisms that law enforcement must satisfy before obtaining journalists’
hard-copy notes and work product, compelling journalists to testify, or
mandating disclosure of confidential sources.10 The government can
subpoena the press for this information, and reporters can move to quash
these subpoenas;1l the issuing party must then overcome any reporter’s
privilege or shield laws.12

These newsgathering protections have been difficult to translate to the
digital age.13 Rather than subpoena journalists directly, the government
subpoenas their service providers—such as Apple,14 Google,15 and other

5. See Lauren Gailey, Does the Press Get Special Rights?, 12 TEx. A&M L. Rev. 1045,
1052 (2025).

6. See Bhagwat, supra note 4, at 1152, 1157-58.

7. See Branzburg v. Hayes, 408 U.S. 665, 683-84 (1972).

8. See Jenna Johnson, Comment, The Press, National Security, and Civil Discourse:
How a Federal Shield Law Could Reaffirm Media Credibility in an Era of “Fake News”, 7
Tex. A&M L. Rev. 419, 436, 440 (2020).

9. U.S. CoNsT. amend. I; Johnson, supra note 8, at 436, 440.

10. See Branzburg, 408 U.S. at 710 (Powell, J., concurring); RCFP Attorneys,
Introduction to the Reporter’s Privilege Compendium, REPS. COMM. FOR FREEDOM OF THE
PrREss (Nov. 5, 2021), https://www.rcfp.org/introduction-to-the-reporters-privilege-compend
ium/ [https://perma.cc/3VWZ-2KUV].

11. See Branzburg, 408 U.S. at 708 (“We do not expect courts will forget that grand juries
must operate within the limits of the First Amendment.”).

12. See John P. Borger, Resisting Subpoenas for Published or Broadcast Information,
CoMMC’NS LAw., Spring 1994, at 10, 12-13. These proceedings are essential because, in
many cases, journalists have chosen to go to jail rather than comply with their orders. See
Journalists Jailed or Fined for Refusing to Identify Confidential Sources, as of 2019, REeps.
ComMm. FOR FREEDOM OF THE PRESS (2019), https://www.rcfp.org/jailed-fined-journalists-
confidential-sources/ [https://perma.cc/6VLR-WY 2K].

13. See Peter C. Ormerod & Lawrence J. Trautman, A Descriptive Analysis of the Fourth
Amendment and the Third-Party Doctrine in the Digital Age, 28 ALB. L.J. ScI. & TECH. 73,
110 (2018); Lynn Oberlander & Kaitlin M. Gurney, AG Permits Journalist Subpoenas in Leak
Investigations, BALLARD SPAHR (May 2, 2025), https://www.ballardspahr.com/insights/alerts-
and-articles/2025/05/ag-permits-journalist-subpoenas-in-leak-investigations [https://perma.c
¢/ZK33-ZUKT]; Lynn Oberlander, Protecting the Press from Prosecutorial Overreach, N.Y.
STATE BAR Ass’N J., Sep.—Oct. 2021, at 32, 33-34.

14. See MARC A. FRANKLIN, DAVID A. ANDERSON, LYRISSA C. BARNETT LIDSKY & AMY
GAIDA, MEDIA LAW: CASES AND MATERIALS 544 (Robert C. Clark et al. eds., 9th ed. 2016).

15. See id. at 544, 546; Justice Department Attempted to Seize Email Records of 4 New
York Times Reporters, U.S. Press FReeboM TRACKER (Jan. 5, 2021),
https://pressfreedomtracker.us/all-incidents/justice-department-attempts-to-seize-email-recor
ds-of-four-new-york-times-reporters/ [https://perma.cc/7R4Z-L87B].
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telecommunications companies—to obtain information stored on reporters’
computers and cell phones.16 These subpoenas often include nondisclosure,
or “gag,” orders that prohibit the third parties from notifying the reporters or
news organizations whose data they store.17 Because the government
restricts the providers from informing their journalist clients about their court
orders, it is impossible for members of the press to challenge these subpoenas
and protect their work product, contacts, emails, travel details, and other
critical newsgathering information. 18 As the second administration of
President Donald J. Trump (“Trump II”’) rolls back President Joseph R. Biden
Jr.’s pro-media policies and perpetuates the anti-press rhetoric from the first
Trump administration (“Trump [”), journalists face unprecedented attacks
that are particularly insidious because of their invisibility.19

This Note is not about freedom of the press in the abstract. It is about the
freedom to perform a constitutionally protected role: gathering the news.20
Secretly subpoenaing journalists chips away at the independent news
media. 21 While current First Amendment jurisprudence enables the
systematic evisceration of reporter freedoms, this Note demonstrates how
journalists can challenge the constitutionality of these third-party subpoenas.

Part | begins by examining the procedural mechanisms and constitutional
constraints on information access. It next discusses the seminal reporter’s
privilege case, Branzburg v. Hayes,22 followed by government, legislative,
and judicial responses to Branzburg. Part Il analyzes how third-party
subpoenas relate to First Amendment and Fourth Amendment doctrine. Part
111 reframes third-party subpoenas as both a First and Fourth Amendment
issue. It contends that Branzburg should not be controlling precedent and
concludes by positing a Fourth Amendment defense for journalists to employ
against these secret subpoenas.

I. CONSTITUTIONAL AND STATUTORY
FOUNDATIONS OF GOVERNMENT
ACCESS TO JOURNALISTS’ RECORDS

To contextualize how the government can access journalists’ records, Part
I.LA examines government searches under the Fourth Amendment and the
subpoena power. It also highlights the evolution of privacy doctrine in light
of emergent technology and the potential conflict between these legal
safeguards and the First Amendment. Part |.B discusses Branzburg, the only

16. See Oberlander, supra note 13, at 33.

17. Seeid.

18. Seeid.; Brian N. Biglin, The Reporter’s Privilege and Its Uncertain Boundaries in the
National Security Context, N.J. LAw., June 2017, at 58, 60-61.

19. See Oberlander, supra note 13, at 33.

20. See U.S. ConsT. amend. 1.

21. See Erik Ugland, The New Abridged Reporter’s Privilege: Policies, Principles, and
Pathological Perspectives, 71 OHIo STATE L.J. 1, 16-17 (2010) (explaining that subpoenas
are “used to harass and intimidate journalists, to interrupt their investigations, and to impair
their standing as independent watchdogs”).

22. 408 U.S. 665 (1972).
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U.S. Supreme Court decision evaluating a reporter’s privilege. Part 1.C
analyzes Branzburg’s progeny in the U.S. Courts of Appeals, Congress, state
legislatures and courts, and the DOJ.

A. Searches, Subpoenas, and
Evidence Gathering in the Digital Era

The Fourth Amendment23 protects individuals’ privacy from government
intrusion, requiring law enforcement to have at least reasonable
suspicion24—if not a warrant or probable cause25—before searching a person
or their property.26 While courts initially limited this protection to physical
intrusions into private locations,27 Fourth Amendment jurisprudence evolved
to safeguard individuals’ interests in their personal information. 28
Accordingly, the modern framework turns on whether the government’s
acquisition of information violates an individual’s reasonable expectation of
privacy.29

This standard consists of two distinct inquiries articulated in Justice John
Marshall Harlan II’s concurrence in Katz v. United States.30 First, courts
must consider whether “a person ha[s] exhibited an actual (subjective)
expectation of privacy.”3! Second, the expectation must “be one that society
is prepared to recognize as ‘reasonable.””32 If a claimant satisfies both
elements, Fourth Amendment protections apply, and the government must
demonstrate the search’s reasonableness.33

Searches and subpoenas are distinct yet overlapping investigative methods
the government employs to gather evidence.34 Part 1.A.1 begins by broadly
describing the subpoena power and then concentrates on the grand jury
subpoena power as a prosecutorial tool. Part 1.LA.2 examines the Stored
Communications Act35 (SCA) as it intersects with the Fourth Amendment

23. U.S. ConsT. amend. V.

24. Officers have reasonable suspicion when they have a “particularized and objective
basis, supported by specific and articulable facts, for suspecting a person of criminal activity.”
Suspicion: Reasonable Suspicion, BLACK’s LAw DICTIONARY (12th ed. 2024); see also Terry
v. Ohio, 392 U.S. 1, 21-22 (1968).

25. Officers have probable cause when there is “reasonable ground to suspect that a person
has committed or is committing a crime[,] . . . which amounts to more than a bare suspicion
but less than evidence that would justify a conviction.” Probable Cause, BLACK’S LAwW
DICTIONARY (12th ed. 2024); see also Beck v. Ohio, 379 U.S. 89, 91 (1964).

26. See, e.g., Terry, 392 U.S. at 20; Beck, 379 U.S. at 91; Katz v. United States, 389 U.S.
347, 351 (1967); United States v. Jacobsen, 466 U.S. 109, 124 (1984).

27. See Olmstead v. United States, 277 U.S. 438, 466 (1928).

28. See Katz, 389 U.S. at 351.

29. See Jacobsen, 466 U.S. at 113.

30. 389 U.S. 347 (1967).

31. Id. at 361 (Harlan, J., concurring).

32. 1d.

33. See id. at 361-62; see also Smith v. Maryland, 442 U.S. 735, 740 (1979).

34. 2 WAYNE R. LAFAVE, SEARCH AND SEIZURE: A TREATISE ON THE FOURTH
AMENDMENT § 4.13 (6th ed. 2024).

35. 18 U.S.C. 88 2701-2713.
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and the subpoena power. Finally, Part I.A.3 introduces the cross-doctrinal
issues of privacy law.

1. The Subpoena Power Under the
Federal Rules of Criminal Procedure

Much like reasonable Fourth Amendment searches, the government can
use subpoenas to compel disclosure of private materials.36 Parties to
litigation can exercise the subpoena power, governed by Rule 17 of the
Federal Rules of Criminal Procedure, to obtain papers, documents, data, or
electronically stored information of a relevant third party.37 The two
methods, however, are subject to different institutional safeguards because,
unlike Fourth Amendment searches, subpoenas originate from the judicial
process.38

A subpoena is an “order commanding a person to appear before a court or
other tribunal, subject to a penalty for failing to comply.”39 The issuance of
a subpoena “commences an adversary process during which the person
served with the subpoena may challenge it in court before complying with its
demands.” 40 This often permits courts to dispense with the Fourth
Amendment safeguards of probable cause or a warrant.41

Grand juries rely on subpoenas to determine whether sufficient evidence
supports an indictment.42 Grand jury subpoenas supplement, not supplant,
traditional means of pretrial information gathering and discovery.43 Further,
grand jury subpoenas are not mechanisms for boundless probing; the
information sought must be related to the subject of the investigation.44

Grand jury subpoenas are generally not considered searches under the
Fourth Amendment, and thus the U.S. Constitution does not require the
government to make a preliminary showing of reasonableness.45 Certain
subpoenas,46 however, are subject to a fact-specific reasonableness inquiry

36. See Alexandra L. Mitter, Note, Deputizing Internet Service Providers: How the
Government Avoids Fourth Amendment Protections, 67 N.Y.U. ANN. SURv. Am. L. 235, 244
(2011).

37. FeD.R.CRIM. P. 17.

38. See Joshua Gruenspecht, Note, “Reasonable” Grand Jury Subpoenas: Asking for
Information in the Age of Big Data, 24 HARvV. J.L. & TECH. 543, 545-46 (2011).

39. Subpoena, BLACK’S LAw DICTIONARY (12th ed. 2024).

40. In re Subpoena Duces Tecum, 228 F.3d 341, 348 (4th Cir. 2000); see also Chambers
v. Balt. & Ohio R.R. Co.,207 U.S. 142, 148 (1907) (highlighting that access to the courts “lies
at the foundation of orderly government”).

41. See Gruenspecht, supra note 38, at 546.

42. See James F. Holderman & Charles B. Redfern, Preindictment Prosecutorial Conduct
in the Federal System Revisited, 96 J. CRIM. L. & CRIMINOLOGY 527, 537-38 (2006).

43. See United States v. Star, 470 F.2d 1214, 1217 (9th Cir. 1972).

44. See United States v. R. Enters., Inc., 498 U.S. 292, 301 (1991).

45. See United States v. Dionisio, 410 U.S. 1, 16 (1973); The Supreme Court, 1972 Term,
87 HARv. L. Rev. 55, 206-07 (1973).

46. Subpoenas duces tecum specifically order “the witness to appear in court and to bring
specified documents [or] records.” Subpoena Duces Tecum, BLACK’S LAw DICTIONARY (12th
ed. 2024).
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to determine if Fourth Amendment protections should apply.47 The party
moving to quash the subpoena must show that compliance with the order is
unreasonable because it seeks irrelevant information,48 is overly burdensome
on the subpoenaed entity, or is excessive in scope.49

The subpoenaed party can also contend that the grand jury acted in bad
faith when issuing the disclosure order.50 While “[a] grand jury subpoena is
presumed to have a proper purpose,” a defendant can argue that “the grand
jury has exceeded its legal powers” and acted in bad faith by providing
“‘particularized proof” of an improper purpose.”’s1 The grand jury subpoena
power is therefore consistent with the adversarial process.52

Grand juries subpoena journalists because their records hold significant
evidentiary value.53 When reporters gather and synthesize confidential
materials and describe their firsthand observations, they not only provide a
service to the public54 but also produce information that could aid the
government in investigating or substantiating facts before a grand jury.55

The government has continually attempted to access reporters’ nonpublic
materials while reporters have long fought to conceal them.56 In the digital
age, however, the focus of the compulsory process has shifted; the

47. See Hale v. Henkel, 201 U.S. 43, 7677 (1906) (holding that the amount of material
compelled can dispositively weigh against reasonableness).

48. See R. Enters., 498 U.S. at 301.

49. See In re Grand Jury 87-3 Subpoena Duces Tecum, 884 F.2d 772, 774-75 (4th Cir.
1989); Gruenspecht, supra note 38, at 547.

50. See In re Grand Jury Proceeding, 971 F.3d 40, 54-55 (2d Cir. 2020) (finding that the
defendant presented insufficient evidence to prove the grand jury acted in bad faith). In certain
circumstances, journalists can use the bad-faith argument to protect themselves against
government subpoenas. See Lee Levine & Isabella Salom&o Nascimento, The Subpoenas Are
Coming! The Subpoenas Are Coming!, CoMmmc’Ns LAw., Winter 2026, at 11, 15, 18; infra
Part 111.A.2.

51. United States v. Salameh, 152 F.3d 88, 109 (2d Cir. 1998).

52. See 2 LESTER B. ORFIELD, ORFIELD’S CRIMINAL PROCEDURE UNDER THE FEDERAL
RuULEs § 17:65 (Mark S. Rhodes ed., 2d ed. 2025).

53. See FRANKLIN ET AL., supra note 14, at 509; Bruce S. Rosen, Is the Reporter’s
Privilege a Barometer of Free Speech’s Health in 20057, N.J. LAw., Apr. 2005, at 30, 31;
Wendy Tannenbaum, Survey Documents Subpoena Burden on Media, NEws MeDIA & L.,
Spring 2023, at 22, 22.

54. See, e.g.,, Fred Dews & Thomas Young, Ten Noteworthy Moments in U.S.
Investigative Journalism, BROOKINGS (Oct. 20, 2014), https://www.brookings.edu/article
s/ten-noteworthy-moments-in-u-s-investigative-journalism/ [https://perma.cc/U46N-VZVT];
John Wihbey, Six Powerful Examples of Journalism’s Importance: Recent Civic Impacts of
the Press, JOURNALIST’S RES. (Mar. 4, 2013), https://journalistsresource.org/home/six-shin
ing-examples-power-journalism-recent-civic-impacts-of-the-press/ [https://perma.cc/66KH-
JKF3].

55. See N.Y. Times Co. v. Gonzales, 459 F.3d 160, 170 (2d Cir. 2006) (finding that “the
reporters’ actions [we]re central to (and probably caused) the grand jury’s investigation”
because there “[wa]s simply no substitute for” their evidence); Jeffrey S. Nestler, Comment,
The Underprivileged Profession: The Case for Supreme Court Recognition of the Journalist’s
Privilege, 154 U. PA. L. Rev. 201, 235-37 (2005); Patrick Toomey, The Justice Department
Shouldn’t Be Snooping on Journalists, ACLU (Jan. 18, 2019), https://www.aclu.org/
news/free-speech/justice-department-shouldnt-be-snooping-journalists#: ~:text=First%2C%
20the%20current%20rules%20require, Amendment%20is%20a%20meaningful%20one [http
s://perma.cc/E52X-X7SF].

56. See Oberlander & Gurney, supra note 13; Oberlander, supra note 13, at 33-34.
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government often uses gag orders to subpoena third-party service providers
who incidentally store reporters’ private information. 57 The gagged
providers are barred from notifying the journalists whose materials they
disclose.58 These secret subpoenas raise notice and process concerns
because subpoenas are supposed to initiate an adversarial process: the
government issues an order seeking information or materials, the reporter
resists disclosure, and the judge determines whether the journalist must
comply.59 Yet these secret third-party subpoenas block this legal process,
depriving journalists of a meaningful opportunity to contest the
government’s intrusion before their records are turned over.60

Press freedom advocates argue that “[t]he government is able to secretly
bypass targeted journalists [by gagging their service providers] only due to
an accident of technology.”61 The government contends that subpoenaing
record holders without notice to the affected journalists is necessary to
preserve the integrity of criminal investigations and fight national security
threats.62 The SCA has further complicated the subpoena process by
expressly permitting the government to involve third-party providers,
triggering potential Fourth Amendment concerns.63

2. The Stored Communications Act

The SCA governs the process of subpoenaing third-party intermediaries
for stored electronic communications.64 Congress passed the SCA as part of
the Electronic Communications Privacy Act of 198665 (ECPA), which
outlined the procedural requirements law enforcement must satisfy before
accessing an organization’s or private citizen’s telephone records.66 The
legislative history roots the purpose of the SCA in Justice Louis D.
Brandeis’s “prescient” dissent in Olmstead v. United States,67 in which he
cautioned that nascent technologies would enable government infringement
on individual privacy that is doctrinally constitutional but normatively
unjustifiable.68 As the Supreme Court adjusted its Fourth Amendment

57. See Oberlander, supra note 13, at 33-34; David Vigilante, CNN Lawyer Describes
Gag Order and Secretive Process Where Justice Department Sought Reporter’s Email
Records, CNN (June 9, 2021, at 14:46 ET), https://www.cnn.com/2021/06/09/politics/david-
vigilante-cnn-email-secret-court-battle/index.html [https://perma.cc/XKN4-7H8Z].

58. See Oberlander, supra note 13, at 33.

59. In re Subpoena Duces Tecum, 228 F.3d 341, 348 (4th Cir. 2000) (“The proposed
intrusion [of the subpoena] is regulated by, and its justification derives from, that [judicial]
process.”); infra Parts 111.A.1, I11.B.

60. See Oberlander, supra note 13, at 33; Vigilante, supra note 57.

61. Oberlander, supra note 13, at 33.

62. See 28 C.F.R. 8 50.10(e) (2025).

63. See infra Parts 1.A.2-3, 1lI.

64. See 18 U.S.C. § 2703.

65. Pub. L. No. 99-508, 100 Stat. 1848 (codified as amended in scattered sections of 18

67 277 U S. 438 (1928).
68. S.Rep. No.99-541, at 2 (1986); Olmstead, 277 U.S. at 478 (Brandeis, J., dissenting).
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doctrine to digital communications, 69 Congress likewise responded by
regulating how the government can access individuals’ records from their
third-party providers.70

The SCA authorizes the government to compel third parties to disclose
their clients’ records pursuant to a subpoena or a § 2703(d) order without
notifying the client.72 A 8 2703(d) court order requires the government to
provide “specific and articulable facts showing that there are reasonable
grounds to believe” that the contents of the communications or records are
“relevant and material to an ongoing criminal investigation.”72 While the
government must eventually notify the targets of these mandatory
disclosures, law enforcement can request a temporary gag order with the
possibility of ninety-day extensions to delay notification if the government
determines that prior notice would “seriously jeopardiz[e]” an ongoing
investigation.”3 The statute offers no insight into what kind of notice would
seriously jeopardize an investigation.74 In practice, a court mandate under
the SCA generally bars providers from revealing the existence of the order,
the data turned over, or the underlying investigation to any parties.”s

3. Intellectual Privacy at the Intersection
of the First and Fourth Amendments

Privacy law has evolved into a pivotal nexus between the First and Fourth
Amendments through the development of intellectual privacy
jurisprudence.”6 The Supreme Court has reconceptualized its understanding
of the First Amendment, expanding from the narrow protection of speech in
the public sphere to include “the freedom of the mind.”77 As part of this
theoretical expansion, the Court mapped a connection between “free thought
and privacy.”78 Justice Brandeis articulated this link, highlighting that the
framers “sought to protect Americans in their beliefs, their thoughts, their
emotions and their sensations” when drafting the Fourth Amendment.79

69. See Katz v. United States, 389 U.S. 347, 353 (1967) (overruling Olmstead by holding
that electronic surveillance can constitute a Fourth Amendment search even absent physical
trespass).

70. S.Rep. No.99-541, at 2-3.

71. See 18 U.S.C. § 2703.

72. 1d. § 2703(d).

73. 1d. 8 2705(a)(1)—(2); Susan Freiwald & Patricia L. Bellia, The Fourth Amendment
Status of Stored E-Mail: The Law Professors’ Brief in Warshak v. United States, 41 U.S.F.
L. Rev. 559, 564 (2007).

74, 18 U.S.C. § 2705(a)(2)(E).

75. See Freiwald & Bellia, supra note 73, at 560 n.8.

76. See Neil M. Richards, Intellectual Privacy, 87 Tex. L. REv. 387, 394 (2008).

77. 1d. at 401-02; see also Stanley v. Georgia, 394 U.S. 557, 565 (1969) (stating that a
core tenet of the First Amendment is to ensure that the government has no “power to control
[people’s] minds™).

78. Richards, supra note 76, at 397.

79. Olmstead v. United States, 277 U.S. 438, 478 (1928) (Brandeis, J., dissenting); supra
Part LA.2.
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Contemporary privacy theory builds on this interpretation, reading the
Fourth Amendment to protect the sanctity of one’s ideas and opinions.80
Accordingly, when the government seeks to obtain an individual’s digital
information that reveals expression or thought without a warrant or probable
cause, it risks infringing upon both their First and Fourth Amendment
rights.81 Scholars contend that this emergent theory could serve as a bulwark
against government investigations into press activities.82

B. Branzburg v. Hayes and the Limits
of First Amendment Protections

There is a critical tension between journalists’ interest in disseminating
information to the public and the government’s interests in national security
and effective law enforcement.83 The Supreme Court confronted this tension
in its landmark reporter’s privilege decision, Branzburg v. Hayes. Part 1.B.1
examines the majority opinion, and Part 1.B.2 surveys the dissent.

1. The Majority’s Rejection
of a Categorical Privilege

In Branzburg v. Hayes, the Court consolidated three cases to determine
whether requiring journalists to appear and testify before grand juries
abridged the freedom of the press guaranteed by the First Amendment.84 The
first petitioner, Paul Branzburg, was a staff reporter for the Courier Journal,
a newspaper in Louisville, Kentucky.85 Branzburg published two news
stories about a group of young people making and using drugs in the city.86
A state grand jury sought the names of Branzburg’s confidential sources and
subsequently subpoenaed him twice.87 Branzburg refused to testify, arguing
“his effectiveness as a reporter would be greatly damaged” if the court
compelled his disclosure.88

Paul Pappas, the second petitioner, was a news photographer for a
Massachusetts television station.89 Pappas was subpoenaed twice by grand
juries to divulge information he obtained about the Black Panther Party, but

80. See Richards, supra note 76, at 434.

81. Seeid. at 439-41.

82. See JENNIFER R. HENRICHSEN & HANNAH BLOCH-WEHBA, ELECTRONIC
COMMUNICATIONS SURVEILLANCE: WHAT JOURNALISTS AND MEDIA ORGANIZATIONS NEED TO
KNow 4-6, https://www.rcfp.org/resources/electronic-communications-surveillance/ [https:/
/perma.cc/N88M-DJU3] (last visited May 25, 2026); infra Part I11.B.

83. See Bruce A. Mohl, Conflicts Between National Security and Press Freedoms, 2
FLETCHER F. 232, 233 (1978).

84. See Branzburg v. Hayes, 408 U.S. 665, 667 (1972); see also Jaime M. Porter, Note,
Not Just “Every Man”: Revisiting the Journalist’s Privilege Against Compelled Disclosure
of Confidential Sources, 82 IND. L.J. 549, 553 (2007).

85. Branzburg, 408 U.S. at 667, 669.

86. Id.; see also Rachel Harris, Note, Conceptualizing and Reconceptualizing the
Reporter’s Privilege in the Age of Wikileaks, 82 FORDHAM L. Rev. 1811, 1817 (2014).

87. Branzburg, 408 U.S. at 668-69.

88. Id. at 670.

89. Id. at672.



250 FORDHAM LAW REVIEW [Vol. 95

he refused, claiming a First Amendment privilege that protected his
confidential sources and the information they provided him.90

The final case concerned Earl Caldwell, a Times journalist reporting on the
Black Panthers and “other [B]lack militant groups.” 91 Caldwell was
subpoenaed three times by a federal grand jury for recordings of interviews
he conducted with Black Panther officers and spokespeople.92 Caldwell
moved to quash these subpoenas on the grounds that the court was
“suppress[ing] vital First Amendment freedoms . . . by driving a wedge of
distrust and silence between the news media and the militants.”93

In each case, the journalists argued “the burden on news gathering
resulting from compelling reporters to disclose confidential information
outweigh[ed] any public interest in obtaining” it.94 The Court disagreed.%
The five-to-four ruling for the government denied a categorical First
Amendment privilege to journalists, requiring them to testify before grand
juries when subpoenaed even if confidential sources are involved.%6

Writing for the majority, Justice Byron R. White reasoned that, while the
press is—and should be—entitled to some protections to ensure free and
unrestricted newsgathering, “the First Amendment does not invalidate every
incidental burdening of the press that may result from the enforcement of
civil or criminal statutes of general applicability.”97 Further, the Court did
not explicitly define a qualified reporter’s privilege, instead explaining that
lower courts should evaluate each subpoena to a reporter when the reporter
moves to quash it.98 Finally, the Court declined to address grand jury
investigations conducted in bad faith but warned that acting in bad faith
would likely create additional First Amendment concerns.9?

Justice Lewis F. Powell Jr. concurred, providing the fifth vote for the
majority despite seemingly disagreeing with a core aspect of the holding.100
Justice Powell contended that the Court’s decision not to create an absolute

90. Id. at 672-73.

91. Id. at 675.

92. Id. at 675-78.

93. Id. at 676 (alteration in original).

94. Id. at 681.

95. Seeid. at 692.

96. Seeid.

97. Id. at 682-84.

98. See id. at 707-08. Additionally, the Court acknowledged it would be difficult and
ill-advised to define who is a Journallst for the purpose of the privilege. See id. at 703-04
(noting that the “liberty of the press is the right of the lonely pamphleteer . . . just as much as
of the large metropolitan publisher”). This issue has become increasingly nuanced with the
emergence of nontraditional news sources and modern technology. See Kathryn A.
Rosenbaum, Note, Protecting More Than the Front Page: Codifying a Reporter’s Privilege
for Digital and Citizen Journalists, 89 NOTRE DAME L. Rev. 1427, 1431 (2014) (discussing
the rise of citizen journalism and social media, which has enabled individuals to report on
major world events without being affiliated with traditional news outlets); Jared Schroeder, Al
and the Press Clause, 33 WM. & MARY BILL RTs. J. 859, 869 (2025) (examining the
relationship between generative artificial intelligence and newsgathering).

99. See Branzburg, 408 U.S. at 707; Levine & Nascimento, supra note 50, at 14; infra
Part I11.A.2.

100. See Branzburg, 408 U.S. at 709 (Powell, J., concurring).
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reporter’s privilege still comported with its long-standing tradition of
preserving the freedom of the press because “the courts will be available to
newsmen under circumstances where legitimate First Amendment interests
require protection.” 101 Justice Powell did not clearly outline which
circumstances would tip the scales in favor of finding a qualified reporter’s
privilege, but he emphasized the “limited nature” of the Branzburg
decision.102  The federal circuit courts have subsequently split in their
interpretation of this concurrence as they attempt to define the existence and
scope of the privilege.103

2. The Dissent’s Balancing Test
and Chilling Effect Theory

In dissent, Justice Potter Stewart criticized the Court’s departure from its
historic goal of preserving an independent news media.104 Justice Stewart
stressed that journalists enhance public welfare as a necessary facet of an
informed society.105 He proposed a heightened standard for the government
to subpoena journalists to testify under which

the government must (1) show that there is probable cause to believe that
the newsman has information that is clearly relevant to a specific probable
violation of law; (2) demonstrate that the information sought cannot be
obtained by alternative means less destructive of First Amendment rights;
and (3) demonstrate a compelling and overriding interest in the
information.106

While Justice Stewart conceded that the Court generally does not limit the
grand jury’s power to investigate, he argued that an unfettered subpoena
power or journalists’ “uncertainty about [the government’s] exercise of the
power will lead to ‘self-censorship.’’107

The dissent predicted that the “chilling effect” of self-censorship would be
detrimental to journalism. 108 Justice Stewart opined that Branzburg’s
permissive approach to journalist subpoenas would force sources and
journalists to engage in their own balancing tests: sources, especially those

101. Id. at 709-10.

102. Id. at 709; Harris, supra note 86, at 1818-19.

103. See Scott J. Street, Note, Poor Richard’s Forgotten Press Clause: How Journalists
Can Use Original Intent to Protect Their Confidential Sources, 27 Loy. L.A. ENT. L. Rev.
463, 494 (2007).

104. See Branzburg, 408 U.S. at 725-26 (Stewart, J., dissenting).

105. Seeid. at 726-27.

106. Id. at 743 (footnote omitted).

107. Id. at 731.

108. Id. at 728, 731-36, 738-39. A “chilling effect” is a term of art that posits a theoretical
risk that individuals will engage in self-censorship to avoid potential repercussions, including
legal punishment. Jonathon W. Penney, Understanding Chilling Effects, 106 MINN. L. Rev.
1451, 1454-55 (2022). The Supreme Court frequently acknowledges the chilling effect in the
freedom of the press context. See, e.g., Neb. Press Ass’n v. Stuart, 427 U.S. 539, 559 (1976)
(“[1]t can be said that a threat of criminal or civil sanctions after publication ‘chills’ speech.”);
Mia. Herald Publ’g Co. v. Tornillo, 418 U.S. 241, 257 (1974) (“Faced with the penalties . . .
editors might well conclude that the safe course is to avoid controversy.”).
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exposing government secrets and corruption, would have to choose “between
risking exposure” and “remaining silent.”109 Meanwhile, journalists would
face a choice between being held in contempt for refusing to testify and
risking ethical violations that compromise their ability to effectively
report.110

Justice Stewart advanced his chilling effect theory by presenting the reality
of newsgathering.111 He cited the lower court’s findings from a survey of
journalists and commentators who “verified that an unbridled subpoena
power will substantially impair the flow of news to the public, especially in
sensitive areas involving governmental officials, financial affairs, political
figures, dissidents, or minority groups that require in-depth, investigative
reporting.”112 Responding to those who sought empirical evidence of this
threat, Stewart argued that chilling effects cannot be measured before they
occur and noted that the Court had never relied on data to predict a chill on
First Amendment freedoms.113 Finally, Justice Stewart reasoned that the
Court cannot afford to wait for “unequivocal . . . empirical studies” because
when such evidence emerges, the free press will already be in jeopardy.114

C. The Post-Branzburg Landscape

The Branzburg majority made clear there is no categorical reporter’s
privilege at the federal level.115 In its wake, state legislatures, judges, and
other government actors have attempted to articulate a framework for broader
protections for journalists. 116 Part 1.C.1 explores the interpretations of
Branzburg in the federal appellate courts. Part 1.C.2 considers the
congressional response. Part 1.C.3 discusses state shields as a patchwork
privilege. Finally, Part 1.C.4 concludes by analyzing the evolution of the
DOJ’s relationship with the news media post-Branzburg.

109. Branzburg, 408 U.S. at 731-32 (Stewart, J., dissenting).

110. Seeid. at 732.

111, Id.

112. 1d. at 732-33.

113. See id. at 733; see also Laird v. Tatum, 408 U.S. 1, 14 (1972) (holding that a “threat
of specific future harm” may warrant invalidation of a law); Lamont v. Postmaster Gen., 381
U.S. 301, 307 (1965) (finding that a statute violated free speech protections because deterrence
was an incidental consequence); NAACP v. Button, 371 U.S. 415, 433 (1963) (holding that
the threat of sanctions significantly deterred the exercise of First Amendment rights);
Dombrowski v. Pfister, 380 U.S. 479, 494 (1965) (stating that the possibility of failed
prosecution does not negate the chilling manner of the prosecutorial action).

114. Branzburg, 408 U.S. at 732-33, 736 (Stewart, J., dissenting) (describing evidence
“that overwhelmingly support[ed] the premise that deterrence [would] occur with regularity
in important types of news-gathering relationships™).

115. See supra Part 1.B.1.

116. See generally David N. Edelstein & Robert P. LoBue, Journalist’s Privilege and the
Criminal Defendant, 47 FORDHAM L. Rev. 913 (1979) (examining the aftermath of Branzburg
and the remaining open questions).
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1. Circuit Court Divergence
on the Reporter’s Privilege

Relying on Justice Powell’s concurrence in Branzburg, most circuit courts
have expanded journalists’ rights despite the limits in the majority opinion.117
The U.S. Courts of Appeals for the First,118 Second,119 Third,120 Fourth,121
Fifth,122 Ninth,123 Tenth,124 Eleventh,125 and District of Columbial26 (D.C.)
Circuits have recognized some level of privilege for newsgathering.
Meanwhile, the U.S. Courts of Appeals for the Sixth127 and Seventh128
Circuits have found no reporter’s privilege, holding that the Supreme Court
definitively rejected this possibility. The U.S. Court of Appeals for the
Eighth Circuit has yet to adopt a clear position on the matter, disfavoring the
creation of new privileges while granting district courts broad discretion to
guash subpoenas seeking journalists’ information. 129 These prevailing
inconsistencies amount to a doctrinal debate that Congress has repeatedly
attempted but failed to resolve.

117. See Branzburg, 408 U.S. at 710 (Powell, J., concurring); Harris, supra note 86, at
1820-21.

118. See United States v. LaRouche Campaign, 841 F.2d 1176, 1182 (1st Cir. 1988) (“We
discern a lurking and subtle threat to journalists and their employers if disclosure of outtakes,
notes, and other unused information, even if nonconfidential, becomes routine and casually,
if not cavalierly, compelled.”).

119. See Bakerv.F. & F. Inv., 470 F.2d 778, 783-85 (2d Cir. 1972); infra Part 11.A.2.

120. See Riley v. City of Chester, 612 F.2d 708, 715 (3d Cir. 1979) (concluding that
journalists have a qualified common law privilege to not reveal their confidential sources).

121. See LaRouche v. Nat’l Broad. Co., Inc., 780 F.2d 1134, 1139 (4th Cir. 1986) (adopting
a balancing test inspired by other circuits to establish a qualified privilege).

122. See Miller v. Transamerican Press, Inc., 621 F.2d 721, 726 (5th Cir. 1980) (holding
that a First Amendment privilege allows reporters to protect the identities of their confidential
informants unless the information is highly relevant, necessary, and unavailable through other
means).

123. See Farr v. Pitchess, 522 F.2d 464, 467 (9th Cir. 1975) (interpreting Branzburg to
“fashion[] at least a partial First Amendment shield” to protect confidential information).

124. See Silkwood v. Kerr-McGee Corp., 563 F.2d 433, 437 (10th Cir. 1977) (holding that
journalists can attempt to invoke the privilege to protect their confidential sources).

125. See United States v. Caporale, 806 F.2d 1487, 1504 (11th Cir. 1986) (adopting the
Fifth Circuit’s qualified privilege).

126. See Chen v. FBI, 153 F.4th 1289, 1295 (D.C. Cir. 2025) (finding that courts can
evaluate the existence of a reporter’s privilege by considering the importance of the evidence
to the case and whether alternative sources obtained the same information).

127. See In re Grand Jury Procs., 810 F.2d 580, 584 (6th Cir. 1987) (reasoning that a
qualified privilege would effectively be substituting the Branzburg dissent for the holding).

128. See McKevitt v. Pallasch, 339 F.3d 530, 532 (7th Cir. 2003) (criticizing other circuits
for misinterpreting Branzburg).

129. See In re Grand Jury Subpoena Dated Aug. 14, 2019, 964 F.3d 768, 773 (8th Cir.
2020); In re Grand Jury Subpoena Duces Tecum, 112 F.3d 910, 918 n.8 (8th Cir. 1997)
(“Although the Ninth Circuit . . . cited our opinion [to find a reporter’s privilege], we believe
this question is an open one in this Circuit.”).
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2. Failed Congressional Efforts
Toward a Federal Shield Law

In September 1972, about two months after Branzburg, elected officials
proposed six shield laws in Congress.130 None passed that month, that year,
or in the ensuing half-century,131 despite the introduction of shield law
proposals in nearly every session from 2005 onward.132 These bills aimed to
protect journalists from mandatory compliance with subpoenas, instead
requiring courts to apply a balancing test reminiscent of Justice Stewart’s
proposal in his Branzburg dissent.133

These bills have garnered bipartisan support, passing in the U.S. House of
Representatives in 2007 and 2009 but dying each time in the U.S. Senate.134
President Barack Obama supported the bill in 2013, and the House passed
another version of the reporter shield bill in 2015, again to no avail.135
Echoing some of the concerns of the Branzburg majority, Congress has been
unable to articulate exactly who would be protected by this privilege, given
the rise in citizen journalism and social media.136 Moreover, in an era
defined by national security inflection points such as the 9/11 terrorist
attacks, the subsequent War on Terror,137 and the Edward Snowden leaks,
congressional support has ebbed and flowed as legislators have demanded
more transparency.138

130. See The History of Shield Legislation, News MebiA & L., Winter 2007, at 8.

131. See Johnson, supra note 8, at 431.

132. Seeid. at441. Representatives previously introduced the legislation as the “Free Flow
of Information Act” (FFIA), Free Flow of Information Act of 2005, H.R. 581, 109th Cong.,
but titled more recent iterations the “Protect Reporters from Exploitative State Spying Act”
(“PRESS Act”), Protect Reporters from Exploitative State Spying Act of 2023, S. 2074, 118th
Cong.

133. See, e.g., Free Flow of Information Act of 2009, H.R. 985, 111th Cong. § 2(a)
(requiring the subpoenaing party to “exhaust[] all reasonable alternative sources,” demonstrate
the necessity of the information to case resolution, and consider whether “the public interest
in compelling disclosure . .. outweighs the public interest in gathering or disseminating
news”); see also Branzburg v. Hayes, 408 U.S. 665, 743 (1972) (Stewart, J., dissenting). The
proposed journalists’ shield preserved limited exceptions for matters of national security,
observation of serious criminal or tortious conduct, and prevention of death, bodily harm, or
kidnapping. See Ugland, supra note 21, at 55-56.

134. See Biglin, supra note 18, at 60.

135. Seeid. The congressional standstill is less reflective of political polarization and more
indicative of practical challenges inherent in managing information flows in the technology
age. See id.

136. 1d.; see also supra note 98 and accompanying text. In the “vast majority of free press
cases,” however, journalists attempting to invoke the privilege fit the typical definition of “the
press.” Keith Werhan, Rethinking Freedom of the Press After 9/11, 82 TuL. L. Rev. 1561,
1600-01 (2008).

137. See Werhan, supra note 136, at 1596-97.

138. See Biglin, supra note 18, at 60.
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3. State Shields and
Third-Party Protections

Due to congressional inaction, state legislatures and courts have intervened
to further codify journalists’ rights.139 Forty-nine states and the District of
Columbia have enacted shields providing varying degrees of protection for
journalists through statutes or judicial decisions.140 All state privileges
protect confidential sources and most safeguard unpublished work
product.141 In states that recognize only common-law shields, however,
journalists are vulnerable to case-by-case review and judges have rarely
applied the qualified privilege.142

To ensure journalists’ protections keep pace with modern technological
change, some states amended their shield laws to extend safeguards to
journalists’ information stored by third parties.143 The shield laws in
Montana, Wisconsin, and Texas “prohibit[] . . . subpoenas to third parties for
journalist records.” 144 Montana’s statute, which maintains an absolute
reporter’s privilege for work product, newsgathering materials, and sources,
affords this same privilege to third-party providers.145 The Wisconsin law
bars subpoenaing third parties if the subpoena’s purpose is to uncover a
journalist’s confidential source or work product.146 Finally, the Texas shield
provides a qualified journalist and third-party privilege, such that a subpoena
“may not compel the parent, subsidiary, division, or affiliate of a
communication service provider or news medium to disclose the information,
documents, or items or the source of any information, documents, or items
that are privileged.”147

139. See Johnson, supra note 8, at 425.

140. See id. Wyoming is the only state that has not recognized any reporter’s privilege.
See Caitlin Vogus, States Must Step Up to Protect Journalist-Source Confidentiality,
FREEDOM PRESS FOUND. (July 10, 2024), https://freedom.press/issues/states-must-step-up-to-
protect-journalist-source-confidentiality/ [https://perma.cc/236H-NXBK].

141. See, e.g., RCFP Attorneys, supra note 10; Hawaii:  Reporter’s Privilege
Compendium, Reps. COMM. FOR FREEDOM OF THE PRESS (Apr. 2025), https://www.rcfp
.org/privilege-compendium/hawaii/ [https://perma.cc/J2AP-8BNH]; Kyle Pfannenstiel, Idaho
Legislature Unanimously Passes Media Shield Law Bill Protecting Journalists’ Sources,
IDAHO CAP. SUN (Mar. 18, 2025, at 17:13 ET), https://idahocapitalsun.com/briefs/idaho-legis
lature-unanimously-passes-media-shield-law-bill-protecting-journalists-sources/  [https://per
ma.cc/G37V-8P9YT].

142. See Vogus, supra note 140.

143. See Cindy Gierhart & Adrianna C. Rodriguez, Stronger Protections Needed to Close
Third-Party Subpoena Loopholes, Commc’Ns LAw., Spring 2017, at 18, 19-20 (documenting
the amendments that took effect beginning in the early 2000s).

144, 1d. at 19.

145. See MoNT. CODE ANN. § 26-1-902 (2023). Montana has “what many consider the
strongest shield law in the country.” Gierhart & Rodriguez, supra note 143, at 20; see also
Montana Shield Law Expanded to Forbid Government Subpoenas of Third-Party Records,
Reps. CoMM. FOR FREEDOM OF THE PRESs (Oct. 22, 2015), https://www.rcfp.org/montana-
shield-law-expanded-forbid-government-subpoenas-third-party/ [https://perma.cc/L5V9-5U3
W].

146. Wis. STAT. ANN. § 885.14(3) (West 2023-24).

147. Tex. Cobe CRIM. PRoC. ANN. art. 38.11 § 3(b) (West 2025).
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California, Connecticut, Maine, and Washington require that journalists
have “an opportunity to oppose a subpoena to a third party” in court.148
California’s shield requires that issuing parties provide journalists with “at
least five days’ notice” before subpoenaing the journalists’ third-party
provider in all but exceptional circumstances.149 The other three states
likewise require that journalists “be given reasonable and timely notice of the
subpoena or compulsory process before it is executed or initiated,” and an
“opportunity to be heard”150 if their “third party will be subpoenaed [to
discover] the identity of a source or other newsgathering information.”151
State adoption of third-party shield protections indicates an understanding
that unregulated access to newsgathering materials through intermediaries
can undermine the independent press.152

4. The Department of Justice’s
Shifting Policies on Press Subpoenas

Modern journalism is inextricably linked to the political environment it
reflects and influences.153 In the landmark decision New York Times Co. v.
Sullivan,154 the Court emphasized that the Constitution presupposes that the
press informs the public about government conduct so that “debate on public
issues [can] be uninhibited, robust, and wide-open,” which may “include
vehement, caustic, and sometimes unpleasantly sharp attacks on government
and public officials.”155 With this understanding, even government officials
most critical of the news media have accepted—or at least acknowledged—
that journalists’ work product should enjoy certain protections.156

In 1970, U.S. Attorney General John N. Mitchell released nonbinding DOJ
guidelines on media subpoenas. 157 The guidelines suggested that the

148. Gierhart & Rodriguez, supra note 143, at 20.

149. CAL.Civ.Proc. Copk § 1986.1(b)(2) (2026). Notice includes at least “an explanation
of why the requested records will be of material assistance to the party seeking them and why
alternate sources of information are not sufficient.” Id.

150. CONN. GEN. STAT. ANN. § 52-146t(f) (West 2025).

151. Gierhart & Rodriguez, supra note 143, at 20. Connecticut’s shield law “goes one step
further” than Maine and Washington’s, stating that if the government violates the statute to
obtain reporters’ information, those findings will be inadmissible in court. Id.; CONN. GEN.
STAT. ANN. 8§ 52-146t(h) (West 2025).

152. See Gierhart & Rodriguez, supra note 143, at 20-21.

153. See RonNell Andersen Jones & Sonja R. West, The U.S. Supreme Court’s
Characterizations of the Press: An Empirical Study, 100 N.C. L. Rev. 375, 393 (2022).

154. 376 U.S. 254 (1964). Scholars often regard Sullivan as one of the most significant
First Amendment decisions. See, e.g., Howard M. Wasserman, A Jurisdictional Perspective
on New York Times v. Sullivan, 107 Nw. U. L. Rev. 901, 901 (2013); Samantha Barbas, The
Enduring Significance of New York Times Co. v. Sullivan, KNIGHT FIRST AMEND. INST.
CoLum. U. (Mar. 18, 2024), https://knightcolumbia.org/blog/the-enduring-significance-of-
new-york-times-v-sullivan [https://perma.cc/QL7L-ZRGM].

155. Sullivan, 376 U.S. at 269-70.

156. See Léonie Chao-Fong, Pam Bondi Rescinds Biden-Era Protections for Journalists,
GUARDIAN (Apr. 25, 2025, at 18:16 ET), https://www.theguardian.com/us-news/2025/apr/25/
pam-bondi-journalists-subpoenas [https://perma.cc/5UT3-97DT].

157. See Strengthening and Preserving the Attorney General Guidelines for Media
Subpoenas, Reps. COMM. FOR FREEDOM OF THE PRESS, https://www.rcfp.org/resources/the-
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attorney general “expressly authorize any subpoena issued to the news
media” after carefully weighing “the public’s interest in the free
dissemination of ideas and information and the public’s interest in effective
law enforcement and the fair administration of justice.”158 The guidelines
further called on federal prosecutors to explore all alternative investigatory
means to obtain the information before subpoenaing the press.159

In the following decades, successive attorneys general made few
meaningful revisions to the guidelines.160 The 9/11 terrorist attacks and
ensuing national security crisis, however, reoriented the DOJ’s relationship
with the news media.161 As a result, the government increasingly asserted it
could subpoena reporters for their records under the guidelines’ national
security exception.162 This transformation occurred against the backdrop of
substantial technological changes that facilitated the collection and retention
of massive amounts of data.163

President George W. Bush’s administration expanded surveillance
programs to monitor communications at scale164 while vowing to veto any
proposed federal legislation to codify a reporter’s privilege.165 President
Obama’s administration continued this trend of heightened
intelligence-gathering by broadly monitoring phone and internet traffic.166
Additionally, the government began vigorously investigating and
prosecuting information leaks under the Espionage Act of 1917.167 |n 2010,
the Federal Bureau of Investigation (FBI) obtained a search warrant for Fox
News Correspondent James Rosen’s personal emails, finding probable cause
to believe he violated the Espionage Act by soliciting classified information

department-of-justice-guidelines-on-subpoenas/ [https://perma.cc/R47TE-K57K]; Robert T.
Sherwin, Comment, “Source” of Protection: The Status of the Reporter’s Privilege in Texas
and a Call to Arms for the State’s Legislators and Journalists, 32 TEX. TECH. L. ReEv. 137,
159 (2000).

158. RonNell Andersen Jones, Avalanche or Undue Alarm?: An Empirical Study of
Subpoenas Received by the News Media, 93 MINN. L. Rev. 585, 598 (2008) (citing 28 C.F.R.
§ 50.10 (2007)).

159. See id.; Johnson, supra note 8, at 443.

160. Strengthening and Preserving the Attorney General Guidelines for Media Subpoenas,
supra note 157.

161. See Johnson, supra note 8, at 440 (“The 9/11 attacks left a profound and long-lasting
impact on the national psyche.”).

162. See RonNell Andersen Jones, Media Subpoenas: Impact, Perception, and Legal
Protection in the Changing World of American Journalism, 84 WAsH. L. Rev. 317, 376-77
(2009) (connecting “increased government aggressiveness post-9/11” to the government’s
strategic use of the subpoena power against the press); see also Jones, supra note 158, at
642-48 (citing a 2001 Reporters Committee for Freedom of the Press (RCFP) study that
showed a dramatic increase in the number of journalist subpoenas between 2001 and 2006).

163. See Ugland, supra note 21, at 8.

164. Johnson, supra note 8, at 439-40.

165. See Jones, supra note 158, at 606; Rosenbaum, supra note 98, at 1432.

166. See Rosenbaum, supra note 98, at 1432.

167. See 18 U.S.C. §8 792-799; see also David J. Ryan, National Security Leaks, the
Espionage Act, and Prosecutorial Discretion, 6 HOMELAND & NAT’L SEC. L. ReV. 59, 59-60,
63-64 (2018) (“The [Espionage] Act. .. imposes harsh criminal sanctions on those who
reveal the nation’s most vital secrets.”).
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from U.S. Department of State official Stephen Jin-Woo Kim.168 Labeling
Rosen as a co-conspirator in the leak, this “marked, by all accounts, the first
time in American history that a reporter had been designated a criminal by
the United States government simply for doing [their] job.”169

Subsequently, in April and May of 2012, without notifying the Associated
Press (AP), the DOJ seized two months of telephone records from AP
journalists.170 The government retrieved information from more than 100
journalists across twenty phone lines in three AP offices, as well as the main
phone line for AP reporters in the House of Representatives press gallery.171
It was not until 2013 that the government informed the AP of its seizure
through a letter to its attorneys; the letter omitted whether the attorney
general ordered the seizure, how the government obtained the records, and if
a judge or grand jury approved the order.172 Gary Pruitt, then—president and
chief executive officer of the AP, condemned the DOJ’s probe into press
function as “an overbroad collection of the telephone communications of”
the AP that “provide[d] a road map to AP’s newsgathering operations and
disclose[d] information” the government had “no conceivable right to
know.”173

Public criticism that followed prompted the DOJ to revise its guidelines
governing press subpoenas and record seizures without prior notice.174
Then-U.S. Attorney General Eric H. Holder Jr. modified the guidelines to
restrict the government’s use of subpoenas, court orders, and search warrants

168. FRANKLIN ET AL., supra note 14, at 43.

169. Grant Pender, Journalist James Rosen Speaks About Press Freedoms Under Obama
Administration, DALY Nw. (Apr. 12, 2015), https://dailynorthwestern.com/2015/04/12/
campus/journalist-james-rosen-speaks-about-press-freedoms-under-obama-administration/
[https://perma.cc/6HDR-D5V2]. After the warrant became public, the government stated it
never intended to prosecute Rosen. FRANKLIN ET AL., supra note 14, at 43.

170. The Associated Press, Gov’t Obtains Wide AP Phone Records in Probe, ASSOCIATED
PRESs (May 13, 2013), https://www.ap.org/media-center/ap-in-the-news/2013/govt-obtains-
wide-ap-phone-records-in-probe/ [https://perma.cc/KKD7-DWFK].

171. See id.; Charlie Savage & Leslie Kaufman, Phone Records of Journalists Seized by
U.S., N.Y. TiMes (May 13, 2013), https://www.nytimes.com/2013/05/14/us/phone-records-
of-journalists-of-the-associated-press-seized-by-us.html (on file with the Fordham Law
Review). Though prosecutors had previously sought AP work product, “the seizure of records
from such a wide array of AP offices . . . [was] unusual and largely unprecedented.” Holder:
I Wasn't Involved in AP Secret Phone Probe, CBS NEws (May 14, 2013, at 17:25 ET),
https://www.chsnews.com/news/holder-i-wasnt-involved-in-ap-secret-phone-probe/
[https://perma.cc/\VUF4-GZFE].

172. The Associated Press, supra note 170 (highlighting how the seizure was likely at odds
with the guidelines).

173. Id.

174. See, e.g., Toomey, supra note 55; Jack Mirkinson, Journalists Outraged at DOJ’s
Secret AP Probe: ‘Shocking,’ ‘Disturbing’, HUFFPOST (July 13, 2013), https://www.huffpost
.com/entry/journalists-ap-government-phone-records_n_3269001 (on file with the Fordham
Law Review) (describing backlash from journalists); Erin Dooley, Noah Weiland, Veronica
Stracqualursi & Kirsten Appleton, The 5 Biggest Controversies of Eric Holder’s Term as
Attorney General, ABC News (Jan. 14, 2014, at 17:15 ET), https://abcnews.go.com/
Politics/biggest-controversies-eric-holders-term-attorney-general/story?id=25758871
[https://perma.cc/88U8-38FA] (recounting “public anger” in response to the surveillance).
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to access journalists’ information.175 Government prosecutors would need
the attorney general’s authorization before seeking the identities of reporters’
confidential sources or uncovering details journalists discovered in the
course of newsgathering.176 The beginning of Trump I, however, marked
another turning point, as the government resumed efforts to limit assertions
of the reporter’s privilege.177

During his first administration, President Trump referred to journalists as
the “enemy of the people” and labeled unfavorable coverage of himself, his
policies, or his political allies as “fake news.”178 Against that backdrop,
President Trump’s first attorney general, Jeff Sessions, pledged to amend the
guidelines so that journalists did not have categorical protections against
potential prosecution.179 Subsequently, the DOJ repeatedly subpoenaed
third-party phone providers, often under gag orders, to access journalists’
notes and communications. 180 Because of the gag orders, the affected
journalists did not know these disclosure orders existed and, therefore, could
not challenge them.181

Responding to the DOJ policy shifts of Trump I, the Biden administration
announced the government would no longer compel journalists to produce
information except in a narrow set of circumstances.182 President Biden’s

175. See Sari Horwitz, Holder Tightens Investigators’ Guidelines in Cases Involving News
Media, WASH. PosT (Jan. 14, 2015), https://www.washingtonpost.com/world/national-
security/holder-tightens-investigators-guidelines-in-cases-involving-news-media/2015/01/
14/1f4065d6-9c0f-11e4-96cc-e858ebadlced_story.html (on file with the Fordham Law
Review).

176. See Memorandum from the Att’y. Gen., Updated Policy Regarding Obtaining
Information from, or Records of, Members of the News Media; and Regarding Questioning,
Arresting, or Charging Members of the News Media (July 19, 2021), https://www.ju
stice.gov/archives/file/384086/d1?inline= [https://perma.cc/GCK8-M98Z]; Horwitz, supra
note 175.

177. See Mailyn Fidler, Justice Department Subpoenas Journalists’ Phone Records, REPS.
ComM. FOR FREEDOM OF THE PRESs (May 17, 2021), https://www.rcfp.org/tech-press-free
dom-may-17-2021/ [https://perma.cc/E7TI-QVWEF].

178. Todd Spangler, Defeat the Press: How Donald Trump’s Attacks on News Outlets
Undermine the First Amendment, VARIETY (July 16, 2025, at 08:00 PT),
https://variety.com/2025/biz/news/donald-trump-attacks-news-media-first-amendment-
1236460374/ [https://perma.cc/X2VX-39XD]; Johnson, supra note 8, at 422-23.

179. See Johnson, supra note 8, at 447. News outlets also reported that President Trump
told then-FBI Director James B. Comey to consider “jailing journalists who published
classified information.” Michael M. Grynbaum, Sydney Ember & Charlie Savage, Trump’s
Urging That Comey Jail Reporters Denounced as an “Act of Intimidation”, N.Y. TIMES (May
17, 2017), https://www.nytimes.com/2017/05/17/business/media/trumps-urging-that-comey-
jail-reporters-denounced-as-an-act-of-intimidation.html (on file with the Fordham Law
Review); Chris Cillizza, The Time Donald Trump Reportedly Urged James Comey to Jail
Journalists, CNN (May 17, 2017), https://www.cnn.com/2017/05/17/politics/comey-memo-
press-jailed-trump [https://perma.cc/27WX-BBLX].

180. See Fidler, supra note 177.

181. See Oberlander, supra note 13, at 33 (arguing that this process was “an end-run around
the traditional check provided by the judicial system™).

182. See Elana Beiser, Andrew W. Coffman & Mary Ellen Roy, DOJ Loosens Guidelines
That Protect Journalists from Subpoenas and Search Warrants, PHELPS (May 28, 2025),
https://www.phelps.com/insights/doj-loosens-guidelines-that-protect-journalists-from-
subpoenas-and-search-warrants.html [https://perma.cc/QZ9M-YL8Y]; Charlie Savage &
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attorney general, Merrick B. Garland, stated that his policies “allow[ed]
journalists to perform the crucial work of informing the public without fear
of legal consequences.”183 Consistent with Trump |, however, Trump Il
began by reversing the Biden administration’s policies and reviving the use
of secret subpoenas to journalists’ third-party providers.184

A key difference between Trump | and Trump Il is the codification of
policy.185 While Trump I largely implemented its initiatives through policy
memoranda,186 the DOJ under Trump Il has embedded its directives into a
new regulatory framework in the Code of Federal Regulations (CFR).187 The
DOJ argued that the “constraints imposed by the 2022 [Biden] amendments
to [the CFR] have unduly hindered the Department’s efforts to subpoena
journalists who have coordinated with Federal employees to leak protected
materials.””188 Moreover, while the updated CFR says that subpoenas, SCA
§ 2703(d) court orders, or search warrants issued to the press should be
“extraordinary measures,” 189 it includes a “notice” exception.190 This
exception permits the government, if going through a third party, to forgo
notifying journalists of the probe if the attorney general determines there are
“compelling reasons” to believe that notice would compromise an
investigation or pose a national security threat.191 The regulations do not
provide affected members of the news media with legal recourse should the
government violate these policies.192

The Trump administration has justified its heightened scrutiny of
journalists by framing journalists’ conduct as aiding and abetting criminal
activity.193  The DOJ maintains that reporters who decline to disclose
materials when subpoenaed may impede the administration of justice,194 and
federal prosecutors have increasingly shown an unprecedented willingness
to investigate newsroom activities, which some reporters are challenging in

Devlin Barrett, Attorney General Lifts Ban on Subpoenaing Reporters’ Notes in Leak
Investigations, N.Y. TiMes (May 1, 2025), https://www.nytimes.com/2025/05/01/us/politics/
attorney-general-ban-subpoenae-reporter-notes.html (on file with the Fordham Law Review).

183. Savage & Barrett, supra note 182.

184. See id.; Beiser, supra note 182.

185. See Savage & Barrett, supra note 182; Beiser, supra note 182.

186. See Corky Siemaszko, Trump’s Anti-Media Rhetoric Turns to Action, NBC NeEws
(Feb. 12, 2025, at 21:17 ET), https://www.nbcnews.com/politics/donald-trump/trumps-anti-
media-rhetoric-turns-action-rcnal91949 [https://perma.cc/F469-DGJ4]; Johnson, supra note
8, at 447.

187. 28 C.F.R. 8 50.10(a)(3) (2025).

188. Oberlander & Gurney, supra note 13.

189. §50.10(a)(3).

190. Id. § 50.10(e).

191. Id.

192. See id.; see also Nicole N. Wentworth, Comment, Hot Off the Press: An Argument
for a Federal Shield Law Affording a Qualified Evidentiary Privilege to Journalists in Light
of Renewed Concerns About Freedom of the Press and National Security, 53 Loy. L.A. L.
Rev. 745, 770 (2020).

193. See § 50.10; see also Grynbaum & Bromwich, supra note 3.

194. See Beiser, supra note 182.
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court.195 Further, critics of a reporter’s privilege contend that immunizing
journalists suggests that the press is “above the law,” undermining the court’s
ability to obtain “every man’s evidence.”196 Although administrations of
both parties have adopted press-restrictive policies, the rise in secret
third-party subpoenas has amplified the mounting tension between the news
media and the government.

Il. THE PROBLEM OF SECRET
THIRD-PARTY SUBPOENAS

A reporter’s privilege and its application to third-party providers exist
against the backdrop of both the First and Fourth Amendments. Part I1.A
examines the evolution of the First Amendment reporter’s privilege and its
extension to third-party record holders, highlighting the influence of the
Second Circuit. Part I1.B focuses on the friction between the Fourth
Amendment and the SCA, analyzing how courts have interpreted privacy
interests in digital information.

A. The First Amendment Reporter’s
Privilege and the Second
Circuit’s Influence

The Second Circuit has been particularly influential in developing
freedom-of-the-press jurisprudence; 197 it has navigated the doctrine and
developed technical expertise over decades of adjudicating disputes
involving the world’s leading news organizations.198 It is also the only
federal appellate court to expand the scope of privileges available to reporters
when third-party providers are involved.199 Part I1.A provides a case study
of Second Circuit press-privilege rulings. Part 11.A.1 highlights Garland v.

195. See Johnson, supra note 8, at 440; Grynbaum & Bromwich, supra note 3; In re Search
of the Real Prop. & Premises of Hannah Natanson, No. 26-sw-00054, 2026 WL 510727, at *3
(E.D. Va. Feb. 24, 2026) (finding that the government searching and seizing the computers,
phone, and recording devices of a Washington Post reporter was unconstitutional under the
First Amendment).

196. RCFP Attorneys, supra note 10.

197. See Julie M. Zampa, Case Note, Journalist’s Privilege: When Deprivation Is a
Benefit, 108 YALE L.J. 1449, 1449 n.5 (1999) (noting that the Second Circuit “was the first to
consider a privilege for a reporter’s promises of confidentiality” and “articulated the three-part
test widely used by those federal courts” that recognize the privilege).

198. Anthony L. Fargo, Reconsidering the Federal Journalist’s Privilege for
Non-Confidential Information: Gonzales v. NBC, 19 CARDOzO ARTS & ENT. L.J. 355, 355
(2001) (“The Second Circuit, which includes New York, [is] the home base for television
networks and other media companies [and] hears more media cases than most other circuits.”).

199. Compare N.Y. Times Co. v. Gonzales, 459 F.3d 160, 168 (2d Cir. 2006) (extending
the reporter’s privilege to third parties), with Reps. Comm. for Freedom of the Press v. Am.
Tel. & Tel. Co., 593 F.2d 1030, 1050 (D.C. Cir. 1978) (declining to extend the reporter’s
privilege to third parties). District courts have, however, favorably cited New York Times Co.
v. Gonzales. See Amaya v. Bregman, No. 14-cv-0599, 2016 WL 10296798, at *6 (D.N.M.
May 13, 2016); see also Ward v. Thompson, No. 22-16473, 2022 WL 14955000, at *3 (9th
Cir. Oct. 22, 2022) (Ikuta, J., dissenting).
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Torre, 200 the first federal decision evaluating a reporter’s privilege, 201
predating Branzburg.  Part II.A.2 discusses the Second Circuit’s
development of a reporter’s privilege after Branzburg. Part 11.A.3 then
explores the prevailing caselaw in which the court extended the reporter’s
privilege to third-party providers. Finally, Part 11.A.4 examines the Second
Circuit’s influence on other federal courts in applying the privilege to third
parties.

1. Pre-Branzburg Foundations

Before the Supreme Court rejected an absolute federal reporter’s privilege
in Branzburg, the Second Circuit recognized the privilege in certain
contexts.202 Prior to his tenure on the Supreme Court, then—Circuit Judge
Potter Stewart authored the opinion in Garland v. Torre, laying the
foundation for many of the principles he later advanced in his Branzburg
dissent.203

Actress Judy Garland sued CBS for defamation.204 At her deposition,
Marie Torre, the journalist who wrote the allegedly defamatory article,
refused to reveal her source but reaffirmed the truth of the published
material.205 Garland then moved to compel Torre to disclose her source, and
CBS filed a counter motion “for an order directing that the identity of the
CBS informant ‘not be inquired into.””’206 The district court found for
Garland and compelled disclosure, but Torre again refused to unveil her
informant and was held in criminal contempt.207 On appeal, CBS argued that
the district court should not have required Torre to name her confidential
source because it “encroach[ed] upon the freedom of the press” and “would
impose an important practical restraint on the flow of news from news
sources to news media.””208

The Second Circuit considered the constitutional issues arising from
compelling a journalist to expose their confidential sources, holding that the
courts cannot infringe on press freedom absent a significant public
interest.209 The court ultimately affirmed the district court’s decision against
CBS, finding the identity of the source “went to the heart of the plaintiff’s
claim” and was thus a necessary piece of evidence.210 Nevertheless, the
court outlined a three-part test to determine whether a court can compel a

200. 259 F.2d 545 (2d Cir. 1958).

201. See Zampa, supra note 197, at 1449 n.5.

202. See Lin Weeks et al., 2nd Circuit: Reporter’s Privilege Compendium, REPS. COMM.
FOrR FREEDOM OF THE PRESS, https://www.rcfp.org/privilege-compendium/2nd-circuit/
[https://perma.cc/9KRA-TYFK] (last visited Nov. 9, 2025).

203. See supra Part 1.B.2.

204. Garland, 259 F.2d at 547.

205. Id.

206. Id.

207. Seeid.

208. Id. at 547-48.

209. Seeid. at 549-50.

210. Id. at 550.
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journalist to reveal confidential information: “a litigant must make a clear
and specific showing that the information sought is (1) highly material and
relevant to the underlying claim; (2) necessary or critical to maintenance of
the claim . . . ; and (3) unavailable from alternative sources.”?11 In Garland,
the Second Circuit took the first step toward constitutionalizing a reporter’s
privilege.212

2. Post-Branzburg Developments
in the Second Circuit

In Baker v. F. & F. Investment, 213 the Second Circuit’s first
post-Branzburg reporter’s privilege decision, the court grappled with how to
“divine the contours of non-statutory federal law governing the compelled
disclosure of confidential journalistic sources.”214 The court conceded that
although Branzburg did not create an absolute or qualified privilege, the
common law did not automatically require reporters to reveal their
confidential sources in all criminal and civil matters.215 The court also noted
that in many cases, sources communicate with journalists only after the
reporter promises anonymity.216 Finding that the ability to gather news
hinges on accepting some form of reporter’s privilege, the Second Circuit
held that “the deterrent effect such disclosure is likely to have upon future
‘undercover’ investigative reporting . . . threatens freedom of the press and
the public’s need to be informed.”217 Therefore, to justify its decision, the
court emphasized how a chilling effect on the news media is fundamentally
at odds with the historic values of the free press.218

Furthering this line of caselaw, in In re Petroleum Products Antitrust
Litigation,219 the court applied the three-part Garland test to determine
whether it could compel disclosure of confidential source information.220
This appeal stemmed from the district court’s order holding an educational
publisher in civil contempt for refusing to produce a reporter’s notes
identifying confidential sources in response to a subpoena.221 The Second
Circuit found that the plaintiffs failed to satisfy the third element—exploring
all alternative sources—because they should have conducted additional
depositions before issuing the subpoena.222 Thus, the court reaffirmed the

211. Weeks et al., supra note 202.

212. See Garland, 259 F.2d at 548-49.

213. 470 F.2d 778 (2d Cir. 1972).

214. 1d. at 781.

215. See id. (considering factors like judicial precedent and public policy).

216. Seeid. at 782.

217. 1d.

218. Seeid.

219. 680 F.2d 5 (2d Cir. 1982) (per curiam).

220. Id. at6-7.

221. Seeid.

222. See id. at 8-9. The court also distinguished Branzburg, stating that this case
“present[ed] a less compelling argument for disclosure . . . because [the court was] dealing
with a civil action rather than questioning by a grand jury.” Id. at 9.
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Garland test as the governing standard while underscoring the rigorous
analysis required for each element.223

Building on this framework, United States v. Burke224 offered a “high level
of protection” for the news media.225 This appeal considered whether the
trial court appropriately “quash[ed] a subpoena duces tecum served in a
criminal case on a non-party reporter, seeking principally unpublished
information.”226 The government argued that the important public interest
in criminal prosecutions justified a less stringent burden on the subpoenaing
party to overcome the reporter’s privilege than in civil cases.227

The Second Circuit disagreed.228 The court held that its own precedent
makes clear that courts must apply heightened scrutiny before mandating
disclosure from journalists.229 It reaffirmed that there must be “a clear and
specific showing that the information is: highly material and relevant,
necessary or critical to the maintenance of the claim, and not obtainable from
other available sources.”230 Additionally, for the first time, the Second
Circuit unequivocally stated that the qualified privilege applies with equal
force in civil and criminal cases, finding “no legally-principled reason for
drawing a distinction between” the two.231 Therefore, the court found that
the public interest furthered by unbridled newsgathering can outweigh the
evidentiary value of the reporter’s information.232

The court examined the qualified privilege in the context of
nonconfidential materials in Gonzales v. National Broadcasting Company,
Inc.233 In 1996, Albert and Mary Gonzales sued Darrell Pierce, a Louisiana
deputy sheriff, alleging that Pierce made an illegal traffic stop because of
their Hispanic origin without probable cause or reasonable suspicion.234
While the suit was ongoing, NBC investigated “pervasive abuses by law
enforcement officers in Louisiana who conduct unwarranted stops of
motorists.”235 NBC aired a report that included video footage of Pierce
wrongfully stopping an undercover journalist.236 Both parties subpoenaed

223. See id. at 8-9.

224. 700 F.2d 70 (2d Cir. 1983).

225. Nestler, supra note 55, at 224.

226. Andrew P. Napolitano, Newsperson’s Shield Law, N.J. LAw., Fall 1985, at 13, 14;
Burke, 700 F.2d at 76-77.

227. Brieffor Appellee at 47, Burke, 700 F.2d 70 (No. 82-1028) (arguing “against imposing
special requirements in this area in criminal matters” because trial courts must maintain
discretion).

228. See Burke, 700 F.2d at 76-77.

229. Seeid.

230. Id. (citing Baker v. F. & F. Inv., 470 F.2d 778, 783-85 (2d Cir. 1972)). The court
found that the subpoena served an improper, “solely cumulative purpose” and that the
appellant “failed to make the clear and specific showing that these documents were necessary
or critical to the maintenance of his defense.” Id. at 76, 77.

231. Id.at 77.

232. See id. (“Reporters are to be encouraged to investigate and expose, free from
unnecessary government intrusion, evidence of criminal wrongdoing.”).

233. 194 F.3d 29 (2d Cir. 1999).

234. 1d. at 30-31.

235. Id. at 31.

236. Id.
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NBC for the unedited footage of the traffic stop.237 The district court
compelled NBC’s disclosure and held NBC in contempt for noncompliance
when it refused.238 NBC appealed, arguing that the subpoenas sought
protected materials that fell within the scope of the reporter’s privilege.239

On appeal, the Second Circuit “reaffirm[ed] that the qualified privilege for
journalists applies to nonconfidential, as well as to confidential,
information.”240 It reasoned, however, that the privilege should be narrower
when the court is not safeguarding a confidential source.241 Rather than
using the three-part Garland test,242 the court held that a civil litigant seeking
nonconfidential materials from the press will face a “less demanding”
two-part inquiry: (1) showing the requested information is relevant to the
“significant issue in the case,” and (2) that it is “not reasonably obtainable
from other available sources.”243 Applying this new standard, the court
found that the plaintiffs seeking to obtain NBC’s footage satisfied the burden
and overcame the privilege.244

3. Extending the Reporter’s Privilege to
Third-Party Providers: The
“Integral Role” Standard

Finally, the Second Circuit addressed government subpoenas to third
parties for journalists’ information. 245 In New York Times Co. v.
Gonzales, 246 the court held that journalists’ right to refuse disclosure in
response to a subpoena extends to third parties with whom they contract.247

Following the 9/11 attacks, the government accelerated investigations into
the funding of terrorism.248 Times reporters learned that the government
intended to search two organizations and called them for comment about the
forthcoming action.249 Viewing the journalists’ inquiries as “endanger[ing]”
national security, the government initiated a grand jury investigation into the
Times’s disclosure of its antiterrorism efforts.250 The prosecutors asked the
Times to cooperate with their investigation by turning over their telephone

237. 1d.

238. Seeid. at 32.

239. Seeid. at 31.

240. 1d. at 35 (emphasizing the need to insulate journalists from becoming “an investigative
arm” of the government).

241. Seeid. at 35-36.

242. See id.; Ugland, supra note 21, at 38 n.216 (finding that while Gonzales is “often
regarded as a positive decision for the press,” it was “a step backward” from Burke).

243. Gonzales, 194 F.3d at 36.

244, Seeid.

245, See Third-Party Subpoenas, Reps. ComMM. FOR FREEDOM OF THE PRESS,
https://www.rcfp.org/privilege-sections/c-third-party-subpoenas/ [https://perma.cc/GL5D-D
HMX] (last visited Nov. 9, 2025).

246. 459 F.3d 160 (2d Cir. 2006).

247. 1d. at 163.

248. 1d. at 162.
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records.251 The Times refused on the grounds that the First Amendment
protected journalists from “divulg[ing] confidential source information to the
Government.”252 Upon refusal, the government “threatened” to obtain the
phone records from the Times’s third-party phone services.253 The Times
sought a declaratory judgment to prevent the government from accessing its
stored data, contending that its telephone records would reveal all of its
confidential sources, “a fishing expedition well beyond any permissible
bounds.” 254  The Times, looking to contest all subpoenas from the
government, also requested its telephone providers to notify the organization
if they received such subpoenas.255 The providers, however, did not
comply.256

The government argued it was not obligated ““to afford the New York Times
an opportunity to challenge the obtaining of telephone records from a third
party prior to [its] review of the records, especially in investigations in which
the entity whose records are being subpoenaed chooses not to cooperate.”257
It also asserted that extending the reporter’s privilege to non-journalist third
parties would significantly interfere with grand jury investigations. 258
Moreover, the government contended that establishing this broad reporter’s
privilege contravened the precedent against creating new privileges, 259
arguing that “the general rule disfavors testimonial privileges, which are in
derogation of the search for truth.”260 Finally, the government argued that
Branzburg offered sufficient protection and that there was no need to
relitigate the common law reporter’s privilege.261 The district judge found
for the Times based on the qualified privilege.262

The Second Circuit applied its own “integral role” standard:263 When a
third party plays an unequivocally integral role in a reporter’s newsgathering,
“the records of third parties detailing that work are, when sought by the
government, covered by the same privileges afforded to the reporters
themselves and their personal records.”264 Because telephones are an

251. 1d. at 164 (writing a letter to the Times that said the First Amendment did not safeguard
the “potentially criminal conduct” of the Times’s informant or the Times’s decision “to provide
a tip to the subject” of a terrorism investigation).

252. 1d.

253. Id. at 162.

254. Brief for Appellee at 4, N.Y. Times, 459 F.3d 160 (No. 05-2639-CV).

255. See N.Y. Times, 459 F.3d at 164.

256. Seeid.

257. 1d. at 165 (alteration in original).

258. See Brief for Appellant at 28, 60, N.Y. Times, 459 F.3d 160 (No. 05-2639-CV).

259. Seeid. at 54.

260. Id.

261. Seeid. at 58-59.

262. See N.Y. Times, 459 F.3d at 162.

263. The Second Circuit developed this standard in Local 1814, International
Longshoremen’s Ass’n v. Waterfront Commission of New York Harbor, 667 F.2d 267 (2d Cir.
1981). Id. at 271 (“First Amendment rights are implicated whenever [the] government seeks
from third parties records of actions that play an integral part in facilitating an association’s
normal arrangements.”).

264. N.Y. Times, 459 F.3d at 168.
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essential tool for the news media, third-party intermediaries are entitled to
the same heightened scrutiny as their journalist clients before responding to
subpoenas.265 Judge Robert D. Sack was concerned that telephones would
otherwise become a threat to newsgathering, highlighting that “without such
protection, prosecutors, limited only by their own self-restraint, could obtain
records that identify journalists’ confidential sources in gross and virtually at
will.”266  The Second Circuit’s expansive protections for the press and
integral third parties have provided a model for other courts seeking to adapt
the privilege to modern newsgathering.

4. Other Courts Grapple with the
Third-Party Reporter’s Privilege

Two other federal courts have outlined how subpoenas to third parties
reshape the qualified reporter’s privilege.267 First, in Reporters Committee
for Freedom of the Press v. American Telephone & Telegraph Co.,268 the
D.C. Circuit found that journalists have “no right to resist good faith
subpoenas duces tecum directed at a third-party’s business records” and no
right to prior notice so that the court can “screen” the subpoenas for bad
faith.269 The court rejected the journalist-plaintiffs’ Fourth Amendment
arguments, stating that they had no reasonable expectation of privacy in their
business records and that “the protections afforded the privacy interests of
the individual by the Fourth Amendment are necessarily limited by the
public’s interest in effective law enforcement; the Fourth Amendment does
not insulate all personal activity from official scrutiny.”270 The court
conceded, however, that telephone conversations could be entitled to more
privacy than the business materials at issue in the case.271

In his dissent, Chief Judge J. Skelly Wright argued that courts should grant
protections to the third parties that store journalists’ records because “the
telephone companies themselves have no rights or interests to protect and
therefore no basis and little incentive for challenging the scope or substance
of the requests they receive.”272 Further, these intermediaries are often
subpoenaed without notice to the journalist, so the reporters “lack the
opportunity to protest to a court, a right they would have if, as in Branzburg,
they themselves were subpoenaed to testify or produce records.”273 Because
the majority’s holding allows the government to subpoena third parties in

265. Id. The court, however, held in favor of the government, finding “the unique
knowledge of the reporters [wa]s at the heart of the investigation” and there were “no
alternative sources.” Id. at 171.

266. Id. at 175 (Sack, J., dissenting) (“It is difficult to see in whose best interests such a
regime would operate.”). Judge Sack dissented because he would have recognized a reporter’s
privilege here. See id.

267. See Gierhart & Rodriguez, supra note 143, at 19.

268. 593 F.2d 1030 (D.C. Cir. 1978).

269. Id. at 1047, 1050.

270. Id. at 1043, 1045-46.

271. Seeid. at 1045-46.

272. 1d. at 1087 (Wright, C.J., dissenting).

273. 1d.
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secret without judicial control, Chief Judge Wright warned there would likely
be a chilling effect and that the press would suffer “substantial harm.”274

While Reporters Committee did not immunize journalists, it was strictly
“restrain[ed]” to “the facts [of the] case.”275 Given this narrow holding, “a
narrow interpretation may emerge”: “[W]here no privilege exists for the
journalist, then no privilege exists in the journalist’s third-party records. That
leaves open the interpretation that, where a privilege does exist, that privilege
extends to third-party records.”276 This proposition is consistent with the
Second Circuit’s decision in New York Times Co. v. Gonzales and the U.S.
District Court for the Northern District of California’s ruling in Feist v. RCN
Corp.277

In Feist, the counterclaimant subpoenaed documents from nonparty
journalist Jim Giles and his third-party record holder, Electronic Frontier
Foundation (EFF).278 When both Giles and EFF moved to quash their
subpoenas, the magistrate judge, recognizing the qualified reporter’s
privilege, granted Giles’s motion but denied EFF’s, finding the privilege did
not extend to the material EFF possessed.279 District Judge Susan Illston
reviewed these rulings on appeal and extended the safeguards to EFF,
granting its motion to quash as well.280 Judge Illston reasoned that not
guashing both subpoenas defeated the purpose of the privilege because the
counterclaimant would be able to “avoid the consequences” of the ruling and
“[seek] the same documents from EFF.”281 Therefore, to further the
privilege’s purpose, the federal courts addressing this question have
recognized that journalists’ third parties are necessary to modern reporting,
and the reporter’s privilege should thus extend to these record holders.

B. The Fourth Amendment and
Digital Privacy for Third-Party
Records

Courts have held that the SCA does not displace Fourth Amendment
protections notwithstanding the involvement of third parties. 282  The

274. 1d. at 1086, 1090.

275. Gierhart & Rodriguez, supra note 143, at 18 (citing language in Reporters Committee
that highlighted the decision was a context-specific First Amendment holding); see also
Reporters Comm., 593 F.2d at 1053 n.75.

276. 1d. (emphasis added).

277. No. 12-mc-80135, 2012 WL 5412362 (N.D. Cal. Nov. 6, 2012); id at *6—7.

278. Seeid. at *1.

279. Seeid. at *2.

280. Seeid. at *6-7.

281. Id. at *6. EFF also argued that forcing its disclosure violated the First Amendment
and the ECPA, but the court did not evaluate these claims. See id. at *1, *6, *6 n.7.

282. See, e.g., United States v. Warshak, 631 F.3d 266, 28687 (6th Cir. 2010) (en banc);
Heidi Grp. v. Tex. Health & Hum. Servs. Comm’n, 138 F.4th 920, 935 (5th Cir. 2025); In re
Sealed Case, 144 F.4th 329, 335 (D.C. Cir. 2025) (finding that the court erred in allowing
nondisclosure of a subpoena because it did not have “reason to believe that a harm enumerated
in Section 2705(b) [of the SCA would] arise”); In re Application of U.S. for Order Directing
Provider of Elec. Commc’n Serv. to Disclose Records to Gov’t, 620 F.3d 304, 313 (3d Cir.
2010) (holding that the SCA mandates law enforcement to have “specific and articulable facts



2026] NEWS THAT WILL NOT BREAK 269

Supreme Court has only addressed the constitutionality of the SCA through
the narrow lens of retrieving cell-site location information automatically
stored by a third party.283 The Court has not yet ruled on provisions of the
statute that potentially infringe on other individual privacy rights.284 The
federal courts of appeals, however, have heard cases challenging the
constitutionality of the SCA, and some have ruled that certain provisions of
the statute violate the Fourth Amendment.285 Part 11.B.1 analyzes the Sixth
Circuit’s decision in United States v. Warshak,286 and Part 11.B.2 considers
the Supreme Court and circuit court decisions that answer similar legal
questions about user privacy pertaining to third-party services.

1. United States v. Warshak
and the Constitutionality of the
Stored Communications Act

The Sixth Circuit recognized a fundamental contradiction between the
Fourth Amendment and the SCA in United States v. Warshak.287 Sitting en
banc, the Warshak court heard the first constitutional challenge to the SCA,
deciding whether law enforcement needs probable cause to access an
individual’s emails stored by a third party.288

Steven Warshak owned Berkeley Premium Nutraceuticals, Inc., an herbal
supplements company that sold its products through telephone, online, and
mail orders.289 Law enforcement became suspicious of Berkeley Premium’s
business practices after discovering it used fictitious doctors when
advertising its supplements, operated an autoship program that enrolled
customers in a recurring-charge system without their meaningful consent,
and maintained merchant bank accounts through allegedly deceptive
techniques.290

In January 2005, the government subpoenaed NuVox Communications,
Warshak’s internet provider, compelling the company to turn over Warshak’s

showing that there are reasonable grounds to believe that the contents of [an] . . . electronic
communication, or the records or other information sought, are relevant and material to an
ongoing criminal investigation” (quoting 18 U.S.C. § 2703(d))).

283. See Carpenter v. United States, 138 S. Ct. 2206, 2220 (2018) (holding that an
individual does not forfeit their privacy when they involuntarily connect to a cell site that
provides location data to a wireless carrier).

284. See, e.g., Matthew R. Langley, Note, Hide Your Health: Addressing the New Privacy
Problem of Consumer Wearables, 103 Geo. L.J. 1641, 1658 (2015) (stating that because
health data are likely not protected as content under the SCA, companies can disclose it to
third parties); Robert A. Pikowsky, Legal and Technological Issues Surrounding Privacy of
Attorney Client Communication via Email, ADvOcATE, Oct. 2000, at 16, 19 (stating that the
SCA is ambiguous about which stored communications implicate attorney-client privilege).

285. See, e.g., Warshak, 631 F.3d at 286; Heidi Grp., 138 F.4th at 935; In re Application
of U.S., 620 F.3d at 313.

286. 631 F.3d 266 (6th Cir. 2010) (en banc).

287. Seeid. at 288.

288. See id.; Freiwald & Bellia, supra note 73, at 559-60.

289. See Warshak, 631 F.3d at 276.

290. Id. at 277-81.
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stored emails.291 In May, law enforcement applied for a 8 2703(d) order that
required NuVox to “surrender any additional email messages in Warshak’s
account.” 292 The government acquired approximately 27,000 email
communications from NuVox without notifying Warshak until May 2006,
violating the SCA’s ninety-day notice requirement.293 Later that year, a
federal grand jury indicted Warshak on 112 counts, including money
laundering and conspiracy to obstruct a Federal Trade Commission
proceeding.2%4 Warshak was sentenced to twenty-five years in prison.295

Warshak appealed his conviction on Fourth Amendment grounds.2% He
also argued that the SCA was unconstitutional because it permitted law
enforcement to access his stored communications without a warrant or
adequate notice.297 The government contended that it relied in good faith on
the SCA, which authorizes the government “to obtain certain electronic
communications without procuring a warrant.”298 The prosecution further
argued that even if the court determined the government violated Warshak’s
Fourth Amendment rights, this violation was “harmless.”299 The Sixth
Circuit affirmed Warshak’s conviction but agreed that the SCA was
unconstitutional under the Fourth Amendment.300

The court found that the government infringed on Warshak’s subjectively
and objectively reasonable expectations of privacy in his emails.301 First,
Warshak maintained a subjective expectation of privacy regarding his emails
because the “sensitiv[ity]” and “damning substance” of the contents “plainly
manifested an expectation that his emails would be shielded from outside
scrutiny.” 302 Second, the Warshak court addressed how to determine
whether society would recognize this expectation as reasonable.303 The court
acknowledged the modern doctrinal uncertainties arising from email
technology because of the volume and revealing nature of the information
stored digitally by third parties.304 In the absence of controlling precedent,
the court analogized an internet provider to other intermediaries with access
to users’ communications, such as telephone companies and postal
services.305 Because the government needs a warrant to record a telephone

291. Id. at 283. By this time, NuVox Communications had been preserving Warshak’s
emails for more than one year. Id.

292. 1d.

293. Seeid.; 18 U.S.C. § 2703(b)(1)(B); supra Part .A.2.

294. Warshak, 631 F.3d at 281.

295. Id.

296. Seeid. at 282.

297. Seeid. at 288.

298. Id. at 282.

299. 1d.

300. Seeid. at 288-90.

301. See id. at 284-85; see also Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan,
J., concurring).

302. Warshak, 631 F.3d at 284 (citing extensive emails about business and personal matters
as evidence of intent).

303. See id. at 284-85.

304. Seeid. at 284-86.

305. Seeid. at 285.
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call or seize a letter, the court held that seizing emails also “necessitates
compliance with the [Fourth Amendment’s] warrant requirement absent
some exception.”306

Furthermore, the court held that an individual does not relinquish their
reasonable expectation of privacy when communicating through a third
party.307 Drawing from property law, the court found that a third party
having “some degree of routine access is hardly dispositive with respect to
the privacy question.”308 Therefore, the government must obtain a warrant
based on probable cause to compel the disclosure of email content, even if a
third party is involved.309 In light of these conclusions, the Sixth Circuit held
that, “to the extent that the SCA purports to permit the government to obtain
such emails warrantlessly, the SCA is unconstitutional.”’310

2. Communications Privacy In
the Wake of Warshak

The only Supreme Court decision to reference Warshak is Carpenter v.
United States,311 where the Court answered a different question about the
SCA: “whether the Government conducts a search under the Fourth
Amendment when it accesses historical cell phone records that provide a
comprehensive chronicle of the user’s past movements.”312 The Court held
that “a warrant is required in the rare case where the suspect has a legitimate
privacy interest in records held by a third party.”313 In dicta, however, the
Court warned that if the government could always rely on the subpoena
power to circumvent the Fourth Amendment, there would be no need for the
warrant requirement.314

In his dissent, Justice Anthony M. Kennedy cited Warshak to acknowledge
that the Court leaves open the possibility that emails, as “the modern-day
equivalent[] of an individual’s own “papers’ or ‘effects,”” might be protected
by the Fourth Amendment even if a third party possesses the
communications.315 The Carpenter majority endorsed Justice Kennedy’s
understanding as a “sensible” reading of the doctrine but limited its holding

306. Id. at 286.

307. Seeid. at 287.

308. Id. (likening the user of an email service to a hotel guest or tenant who maintains a
legitimate expectation of privacy despite granting a third party access).

309. Seeid.

310. Id. at 288. Although the court held that the SCA was unconstitutional, it sustained
Warshak’s conviction. See id. The court reasoned that (1) the officers relied in good faith on
the SCA, (2) the statute was not facially unconstitutional such that reliance was unreasonable;
and (3) although the government failed to provide the requisite notice, the officers acted within
the scope of the SCA because the “violations occurred after the emails had been obtained.”
Id. at 288-90 (holding that officers can validly rely on statutes later found to be
unconstitutional because law enforcement is not positioned to question the legislature).

311. 138 S. Ct. 2206 (2018).

312. 1d. at 2211.

313. Id. at 2222.

314. 1d. at 2221-22 (“But this Court has never held that the Government may subpoena
third parties for records in which the suspect has a reasonable expectation of privacy.”).

315. Id. at 2230 (Kennedy, J., dissenting).
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to cell-site location information rather than extending it to the
communications the Sixth Circuit considered in Warshak.316 Therefore,
although the Supreme Court has not directly evaluated Warshak, it has
articulated analogous concerns and principles that underscored the Sixth
Circuit’s decision.

Most circuits have avoided addressing the constitutionality of the SCA,
refraining from adopting Warshak. 317 Nevertheless, some have found
aspects of the decision persuasive or have reached similar conclusions
regarding adjacent Fourth Amendment issues. 318 The Fifth Circuit’s
reasoning in Heidi Group v. Texas Health and Human Services
Commission319 was consistent with Warshak’s logic without addressing the
constitutionality of the SCA.320 The court held that an individual who used
a third-party service retained a reasonable expectation of privacy in the files
they stored on the platform; thus, the government conducted an
unconstitutional Fourth Amendment search by accessing the contents
without the user’s notice or consent.321

Moreover, there is an emerging “consensus” among the federal courts of
appeals “that private electronic communications are generally protected by
the Fourth Amendment, even when transmitted over third-party
platforms.”322 In United States v. Maher,323 the Second Circuit explicitly
stated, “we adopt the reasoning of the Sixth Circuit in United States v.
Warshak,” likewise holding that the involvement of a third party “did not
extinguish [the user’s] reasonable expectation of privacy in his emails as
against the government.”324 In Vista Marketing, LLC v. Burkett,325 the
Eleventh Circuit examined the SCA’s legislative history and Warshak to
conclude that “the Fourth Amendment demands that the government
demonstrate probable cause both to intercept . . . and to review the content of
stored electronic communications.” 326 Finally, in United States v.
Zelaya-Veliz,327 the Fourth Circuit held that the government cannot “access
someone’s personal conversations and communications without meeting the

316. 1d. at 2222 (majority opinion).

317. See Ormerod & Trautman, supra note 13, at 123; Reid Day, Comment, Let the
Magistrates Revolt: A Review of Search Warrant Applications for Electronic Information
Possessed by Online Services, 64 U. KaN. L. Rev. 491, 507 (2015).

318. See Day, supra note 317, at 507. The U.S. District Court for the District of Kansas
has, however, found Warshak persuasive, likewise holding that the SCA violates the Fourth
Amendment. See In re Search Warrants for Info. Associated with Target Email Accts./Skype
Accts., No. 13-MJ-8163, 2013 WL 4647554, at *4 (D. Kan. Aug. 27, 2013).

319. 138 F.4th 920 (5th Cir. 2025).

320. Seeid. at 934-35.

321. Seeid.

322. United States v. Zelaya-Veliz, 94 F.4th 321, 334 (4th Cir. 2024).

323. 120 F.4th 297 (2d Cir. 2024).

324. 1d. at 308 (rejecting the government’s argument that “an internet service provider’s
contractual reservation of the right to access user emails extinguished a defendant’s
expectation of privacy”).

325. 812 F.3d 954 (11th Cir. 2016).

326. Id. at 969.

327. 94 F.4th 321 (4th Cir. 2024).



2026] NEWS THAT WILL NOT BREAK 273

warrant requirement,” reasoning that “[t]he judiciary would not allow such a
trespass upon privacy at its core.”328 Although no other court has entirely
embraced Warshak’s constitutional holding, the circuit court decisions
emphasize a shared understanding that the Fourth Amendment safeguards
electronic communications from unfettered government access, even when a
third party stores them.329

The Ninth and Tenth Circuits have also addressed similar privacy issues
in email communications.330 [n United States v. Forrester,331 a case that
predates Warshak, the Ninth Circuit concluded that email communications
are entitled to the same protections as physical mail because “[t]he privacy
interests in these two forms of communication are identical.”332 Relying on
this precedent in a later case, the court found that a user of a third-party email
service “has a strong claim to a legitimate expectation of privacy in [their]
personal email[s]” despite the third party’s access to the communications.333
Therefore, the Ninth Circuit’s holding is consistent with the Sixth Circuit’s
in reasoning that users retain certain Fourth Amendment interests in
information recorded by third parties.334

Finally, in United States v. Ackerman,335 the Tenth Circuit remanded the
issue of whether the defendant maintained a reasonable expectation of
privacy in his stored emails to the district court.336 The court, however, cited
Warshak when discussing the unique capabilities of email technology that
may implicate the Fourth Amendment. 337 Writing for the majority,
then—Circuit Judge Neil M. Gorsuch explained that email providers are
“capable of storing all sorts of private and personal details . . .. And that sort
of rummaging through private papers or effects would seem pretty obviously
a ‘search.’”338 Thus, although other circuit courts have not gone as far as the
Sixth Circuit, they recognize that modern technology affects Fourth
Amendment protections in troubling, and potentially unconstitutional, ways.

Beyond the substantive Fourth Amendment issues, certain district courts
have concluded that procedural violations committed under the SCA’s
authority may render the resulting orders unconstitutional 332 The Supreme

328. Id. at 334.

329. See, e.g., id.; Maher, 120 F.4th at 307; Vista Mktg., 812 F.3d at 969.

330. See In re Grand Jury Subpoena, JK-15-029, 828 F.3d 1083, 1090 (9th Cir. 2016);
United States v. Ackerman, 831 F.3d 1292, 1304-06 (10th Cir. 2016); see also Ormerod &
Trautman, supra note 13, at 123.

331. 512 F.3d 500 (9th Cir. 2008).

332. Id. at511.

333. In re Grand Jury Subpoena, 828 F.3d at 1090 (finding that the sensitivity of the
communication’s contents Was dispositive).

334. Seeid.; Forrester, 512 F.3d at 511.

335. 831 F.3d 1292 (10th Cir. 2016).

336. Seeid. at 1304-05.

337. Seeid. at 1305-06.

338. Id. at 1304.

339. See, e.g., Airbnb, Inc. v. City of New York, 373 F. Supp. 3d 467, 489-90 (S.D.N.Y.
2019); Airbnb, Inc, v. City of Boston, 386 F. Supp. 3d 113, 125 (D. Mass. 2019) (“[T]he City
cannot lawfully require disclosure of [nonpublic usage data] without the protections
guaranteed by the Fourth Amendment.”); Melillo v. Brais, No. 17-cv-520, 2019 WL 1118091,
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Court has held that the Fourth Amendment requires that the subject of a
search be “afforded an opportunity to obtain precompliance review before a
neutral decisionmaker.”340 Drawing on this precedent, the district court in
Airbnb, Inc. v. City of New York34l extended the principle of neutral
precompliance review to third-party platforms.342

The court reasoned that, to satisfy both the Fourth Amendment and the
procedural safeguards set forth in the SCA, service providers must be able to
challenge disclosure demands before producing their users’ information.343
The court recognized the motion to quash as an essential mechanism for
judicial review, supporting the conclusion that third parties may invoke
Fourth Amendment protections with respect to their customers’ records.344
Therefore, in regards to the Fourth Amendment, third parties like Airbnb
have claims to privacy contingent on the privacy claims of their users. The
Fourth Amendment’s application to third-party records, such as through
notice and standing requirements, converges with reporter’s privilege issues
when the government secretly subpoenas journalists’ service providers.

I11. RECASTING THE ISSUE:
A CROSS-CONSTITUTIONAL APPROACH
TO ADVANCING JOURNALISTS’ RIGHTS

The government’s weaponization of information held by third-party
providers infringes on journalists’ right to report,345 raising constitutional
issues. The government claims that third-party subpoenas are legitimate, and
even essential, in highly sensitive investigations or national security
matters.346 Equally essential, however, is a reporter’s right to challenge such
subpoenas in the same manner as they would when the government seeks to
obtain a copy of their notebook. Despite the seemingly limiting precedent,
journalists have a path forward to protect their sources and work product.
Part 111.A argues that Branzburg is not applicable and that the First
Amendment still offers the press a meaningful defense to fight government
subpoenas directed at third-party providers. Part I11.B proposes a privacy
defense to these secret subpoenas and concludes that they are per se
unconstitutional under the Fourth Amendment.

at *8 (D. Conn. Mar. 11, 2019) (finding that an administrative search is only constitutional if
the subject is afforded the opportunity to challenge the search before enforcement).

340. City of Los Angeles v. Patel, 576 U.S. 409, 420 (2015) (finding hotel owners must
have an opportunity to quash); see also Airbnb, 373 F. Supp. 3d at 489; See v. City of Seattle,
387 U.S. 541, 545 (1967) (holding that a “subpoenaed party may obtain judicial review”
before facing repercussions for noncompliance).

341. 373 F. Supp. 3d 467 (S.D.N.Y. 2019). Plaintiffs Airbnb and HomeAway—
home-sharing services—have terms of service policies that require users to grant the platforms
access to certain personal and financial information. See id. at 473.

342. Seeid. at 485, 490.

343. Seeid. at 493.

344. See id. at 490.

345. See supra Part 1.C.4.

346. See supra Parts I.LA.2, 1.C.4, 11.LA.3, I1.B.1.
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A. Branzburg Should Not Be
Controlling Precedent

Whether the government may subpoena a third party for a journalist’s
work product without notifying the journalist is a matter of first impression.
Despite the overlap in issues concerning the grand jury subpoena power,
Branzburg should not be the controlling precedent. Part I111.A.1 contends that
secret third-party subpoenas are sufficiently divorced from the issues in
Branzburg due to modern technology. Part 111.A.2 establishes that these
subpoenas are not issued in good faith. Finally, Part 111.A.3 makes the case
for a doctrine that gives meaningful weight to the chilling effect.

1. The Inapplicability of Branzburg
to Secret Third-Party Subpoenas

The Branzburg holding emphasizes the grand jury’s function as a
fundamental investigative mechanism in the U.S. criminal justice system.347
The government cannot, however, turn newsgatherers into a similar feature
of the prosecution process.348 While many attorneys general acknowledged
the important separation between government and press functions, 349
President Trump’s policies facilitate unprecedented infringement on press
freedoms.350 Trump Il does not require the DOJ to notify journalists of
third-party subpoenas if “the authorizing official determines that such notice
would pose a clear and substantial threat to the integrity” of an
investigation.351 Under this subjective guideline, the DOJ wields nearly
unrestricted power to target the media and its sources through its
intermediaries, while the media is legally unable to shield its newsgathering
from intrusion.

This tactic is fundamentally at odds with Branzburg, where the Court
insisted that it sufficiently preserved reporters’ rights because reporters
would always “have access to the court on a motion to quash” and could seek
“an appropriate protective order.”352 Without the imperative notice and
subsequent legal opportunity to quash a subpoena, Trump Il is stripping the
press of mandated process.353 Once a third party reveals the information to
the government, the journalist cannot rectify the disclosure post hoc—a
procedural deficiency the Branzburg Court explicitly ensured would not
materialize.354

347. See Branzburg v. Hayes, 408 U.S. 665, 68688 (1972); supra Part 1.B.1.

348. See Branzburg, 408 U.S. at 709—-10 (Powell, J., concurring); Gonzales v. Nat’l Broad.
Co., 194 F.3d 29, 35 (2d Cir. 1999).

349. See supra Part 1.C.4.

350. See supra Part I.C.4; infra Part 111.A.2.

351. Elana Beiser, Mary Ellen Roy & Ashley J. Heilprin, DOJ Media Guidelines Protect
Journalists from Subpoenas and Search Warrants, PHELPS (Nov. 6, 2024), https://www.
phelps.com/insights/doj-media-guidelines-protect-journalists-from-subpoenas-and-Search-
Warrants.html [https://perma.cc/MT92-HP5D]; supra Part 1.C.4.

352. See Branzburg, 408 U.S. at 710 (Powell, J., concurring); supra Part 1.B.1.

353. See supra Part 1.A.1; infra Part 111.B.2.

354. See Branzburg, 408 U.S. at 710 (Powell, J., concurring); supra Part 1.B.1.
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Critically, the Supreme Court could not have foreseen the advent of
technology that would allow a third party to possess reporters’ private
records.355 Branzburg is a narrow holding, limited to directly compelling a
journalist to disclose a confidential source to a grand jury.356 By design, the
doctrine cannot translate to the digital age. When confronted with
technological innovation that could severely burden individuals’ rights, the
Court has revisited past decisions to modify precedent and safeguard
protections from emergent loopholes.357 Given that third parties profoundly
interfere with First Amendment press protections, Branzburg should not
remain the governing precedent.

2. Bad-Faith Subpoenas to Journalists
Fall Outside the Scope of Branzburg

The Supreme Court in Branzburg did not analyze the implications of
bad-faith investigations—and it did not envision an aggressive presidential
administration that would deliberately infringe on First Amendment
rights.358 The Court noted, however, that bad-faith subpoenas would likely
present additional constitutional issues that were not before it then.359 This
concern acknowledges that the First Amendment “presumptively protects
journalists and news organizations from grand jury subpoenas issued by the
government in bad faith.”360 Journalists can thus argue that when the
government declares war on the press and circumvents institutional press
freedoms,361 the resulting subpoenas are in bad faith. For journalists during
Trump II, “there is ample available support for a presumption of bad faith
whenever [the administration] subpoenas a journalist or news organization to
testify before a grand jury.”362 Top officials—and President Trump

355. See supra Part 1.B.1; Oberlander, supra note 13, at 33.

356. See Branzburg, 408 U.S. at 707-09.

357. See supra Part 1.A.1; see also Carpenter v. United States, 138 S. Ct. 2206, 2221-23
(2018) (declining to extend the third-party doctrine to cell-site location information);
Harrington v. Purdue Pharma L.P., 144 S. Ct. 2071, 2087-88 (2024) (holding that bankruptcy
courts cannot extinguish claims brought against third parties absent the affected claimant’s
consent).

358. See supra Parts 1.C.4, 111.LA.1; Justin Spike & Nicholas Riccardi, Trump’s Moves
Against Media Outlets Mirror Authoritarian Approaches to Silencing Dissent, PBS NEws
(Sep. 18, 2025, at 15:22 ET), https://www.pbs.org/newshour/politics/trumps-moves-against-
media-outlets-mirror-authoritarian-approaches-to-silencing-dissent [https://perma.cc/D5ZZ-
HWAQ9]; Press Freedom Is Under Attack, EconomisT (May 3, 2022), https://www.economist.
com/interactive/briefing/2022/05/03/press-freedom (on file with the Fordham Law Review).

359. See Branzburg, 408 U.S. at 707; see also Reps. Comm. for Freedom of the Press v.
Am. Tel. & Tel. Co., 593 F.2d 1030, 1096 (D.C. Cir. 1978) (Wright, C.J., dissenting) (noting
that Branzburg does not prohibit the government from conducting “secret bad faith”
investigations).

360. Levine & Nascimento, supra note 50, at 21.

361. See Ellessandra Taormino, Trump’s Attacks on Press Freedom Escalate: NPR, PBS
Funding Cuts Explained, ACLU (Aug. 5, 2025), https://www.aclu.org/news/free-speech/trum
ps-attacks-on-press-freedom-escalate-npr-pbs-funding-cuts-explained [https://perma.cc/ES2
V-Y6GQ].

362. Levine & Nascimento, supra note 50, at 22.
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himself363—have “publicly declared their intent to retaliate against perceived
critics and other enemies . . . through the issuance of subpoenas to the press”
and their third parties.364 These declarations, which announce a systematic
and coordinated assault on the news media,365 prove that the government is
subpoenaing journalists’ third-party providers in bad faith. Because the
Branzburg Court explicitly declined to address this issue,366 the holding does
not apply to the challenges of modern newsgathering.

3. The Chilling Effect
Undermines the Branzburg Majority’s
Policy Arguments

Itis also impossible to credibly deny a First Amendment argument because
the majority in Branzburg failed to adequately evaluate the impending reality
of a chilling effect.367 In Justice Stewart’s dissent, he argued that failing to
recognize a federal reporter’s privilege would deter sources and reporters
alike, thereby silencing, censoring, and chilling newsgathering.368 Yet, even
Justice Stewart, whose prognosis of Branzburg’s chilling effects was more
accurate than the majority’s,369 could not have imagined the dangerous and
disconcerting impact the Court inadvertently institutionalized. Since the
founding, a potential chilling effect has been an integral bulwark against
government infringement of First Amendment rights and the freedom of the
press.370 By refusing to acknowledge the possible chilling effect due to the
lack of empirical evidence,371 the Branzburg majority enabled that very harm
to materialize. Under Trump Il, there is concrete proof that press freedoms
are in jeopardy.

363. See Edward Helmore, Trump Is Waging War Against the Media—and Winning,
GUARDIAN (July 5, 2025, at 01:00 ET), https://www.theguardian.com/us-news/ng-interactive
/2025/jul/05/trump-attack-us-media [https://perma.cc/QZR7-BY7R].

364. Levine & Nascimento, supra note 50, at 22; see also Vince Pescod, Trump Assault on
US Justice Department Independence Revisits a Nixon-Era Problem, THE CONVERSATION
(Oct. 23, 2025, at 09:26 ET), https://theconversation.com/trump-assault-on-us-justice-depar
tment-independence-revisits-a-nixon-era-problem-266379  [https://perma.cc/75C8-G8TU]
(highlighting the breakdown of DOJ independence because modern prosecutions function as
presidentially directed political acts).

365. See Helmore, supra note 363; supra Part 1.C.4.

366. See Branzburg v. Hayes, 408 U.S. 665, 707 (1972); supra Part 1.B.1.

367. See Branzburg, 408 U.S. at 693-94; supra Part 1.B.1.

368. See supra Part I.B.2.

369. See supra Part 1.B.2.

370. See Kurland, supra note 4, at 255; Swierzhinski, supra note 4, at 725-26; supra Part
1.B.2.

371. See supra Part I.B.
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The government is intimidating the press into steering clear of potentially
damning stories,372 journalists are being jailed for newsgathering,373 and
credible news organizations are reporting that their sources are scared to
communicate with them because of government probes into reporter
records.374 The practice of gagging and subpoenaing journalists’ third-party
services has created a chill on modern media that the majority in Branzburg
did not—and could not—predict. The chilling effect renders Branzburg
ineffective as a check on government abuse of the subpoena power. Thus, as
both a matter of law and policy, the precedent should not apply.

B. The Fourth Amendment Analog
to a First Amendment Defense

Notwithstanding Branzburg, reporters can challenge the constitutionality
of third-party subpoenas issued without notice on Fourth Amendment
grounds. Part 111.B.1 contends that journalists have a reasonable expectation
of privacy in their records and communications. Part I11.B.2 argues that
secret third-party subpoenas are unconstitutional because they permit
government access to reporters’ materials by evading necessary processes.
Part I111.B.2 concludes by emphasizing the importance of requiring notice to
journalists because third-party intermediaries do not share the same protected
First Amendment interests.

1. Digital Communications Privacy
as the Doctrinal Link Between
the First and Fourth Amendments

Intellectual privacy offers a direct doctrinal link between the First and
Fourth Amendments.375 The Fourth Amendment, designed to safeguard
individuals from improper government overreach,376 enables the fulfillment
of the First Amendment, which safeguards the freedom of expression,
thought, and the press.377 Therefore, the Fourth Amendment protects
journalists’ reasonable expectations of privacy in the third-party records that
facilitate their constitutional function of newsgathering.

372. See Kenya Young, Opinion, Alarming Attacks Against Press Freedom Should
Concern Every American, CouRrIer J. (Oct. 21, 2025, at 05:08 ET), https://www.courier-
journal.com/story/opinion/contributors/2025/10/21/press-freedom-attacks-journalist-
pentagon-media/86750974007/? (on file with the Fordham Law Review); Suzanne Trimel,
Pentagon’s Revised Rules Seek to Intimidate Rather Than Overtly Censor Journalists, PEN
Awm. (Oct. 9, 2025), https://pen.org/press-release/pentagons-revised-rules-seek-to-intimidate-
rather-than-overtly-censor-journalists/ [https://perma.cc/7THTU-CHSW]; Helmore, supra note
363.

373. See Journalists Jailed or Fined, supra note 12.

374. See FRANKLIN ET AL., supra note 14, at 542—-43; EMILY BELL, ETHAN ZUCKERMAN,
JONATHAN STRAY, SHELIA CORONEL & MICHAEL SCHUDSON, COMMENT TO REVIEW GROUP ON
INTELLIGENCE AND COMMUNICATIONS TECHNOLOGIES REGARDING THE EFFECTS OF MASS
SURVEILLANCE ON THE PRACTICE OF JOURNALISM 11-12 (2013).

375. See Richards, supra note 76, at 394; supra Parts .LA.3, II.

376. See U.S. ConsT. amend. 1V; supra Part I.A.1.

377. See U.S. ConsT. amend. I; Richards, supra note 76, at 434; supra Parts 1.B—C.
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Most circuit courts have held—or at least acknowledged the possibility—
that users have a reasonable expectation of privacy in their digital
communications, even when stored by a third party.378 Because of this
well-recognized privacy interest, the government needs a warrant or probable
cause to subpoena these materials.379 This standard applies to all private
citizens; the government needs to abide by at least the same requirements
when probing journalists.

While the Supreme Court should revisit Branzburg in light of
technological developments that enable abuse of the subpoena power,380 it is
concededly unlikely that the Court will overturn its precedent.381 Instead,
courts should evaluate journalist subpoenas through the lens of both the First
and Fourth Amendments. In the 1920s, Justice Brandeis had already
acknowledged that “[s]ubtler and more far-reaching means of invading
privacy [became] available to the government” through technological
advancement that outpaced the evolution of constitutional safeguards.382
This is especially prevalent in the digital era.383

As a doctrinal approach that is consistent with Branzburg but overcomes
its constraints, New York Times Co. v. Gonzales provides the necessary
framework for applying United States v. Warshak in the modern
technological landscape. In New York Times, the Second Circuit found that
telephones are inextricably linked to newsgathering in the twenty-first
century and that telephone records could reveal highly sensitive
information.384 |In a different context, Warshak extended this reasoning,
stating that because stored emails could reveal exceedingly intimate
information about an individual, users maintain a Fourth Amendment privacy
interest.385

The D.C. Circuit already connected these arguments in Reporters
Committee for Freedom of the Press v. American Telephone & Telegraph
Co. but discredited the Fourth Amendment protections as inapplicable to
third parties. The court held that if “an individual knowingly exposes [their]
activities to third parties, [they] surrender[] Fourth Amendment protections,”
and the government can then “seek out these third parties[] to inspect their
records.”386 This 1978 holding, however, was particular to phone records

378. See supra Part I1.B.

379. See supra Part I1.B.

380. See supra Part I11.A.

381. See Table of Supreme Court Decisions Overruled by Subsequent Decisions, CONST.
ANNOTATED, https://constitution.congress.gov/resources/decisions-overruled/ [https://perma.
cc/BM8H-68JY] (last visited Nov. 9, 2025); Amanda Shendruk, As the US Supreme Court
Revisits Roe v. Wade, Let s Revisit Its History of Overturned Rulings, QUARTZ (July 20, 2022),
https://qz.com/2098152/how-often-are-supreme-court-decisions-overturned [https:
/Iperma.cc/43XC-LRVW].

382. Olmstead v. United States, 277 U.S. 438, 473 (1928) (Brandeis, J., dissenting).

383. See Oberlander, supra note 13, at 33; supra Part I.C.4.

384. N.Y. Times Co. v. Gonzales, 459 F.3d 160, 168 (2d Cir. 2006); supra Part 11.A.3.

385. See United States v. Warshak, 631 F.3d 266, 284-86 (6th Cir. 2010) (en banc); supra
Part 11.B.1.
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that did not reveal the contents of the communications.387 Moreover, the
court recognized that the details of such calls are uniquely personal and could
warrant Fourth Amendment protection.388 Therefore, the reasoning of this
decision further supports a connection between the First and Fourth
Amendments in preserving press freedoms.

Journalists can thus find strong footing in Warshak. Trump Il subpoenas
the press indirectly by issuing disclosure orders to third parties under the
SCA, using a combination of the subpoena power and § 2703(d) orders that
do not require a warrant.389 As the Sixth Circuit held, however, this violates
the Fourth Amendment.3%0 The government should not be able to override
journalists’ privacy interests in their communications simply because the
technology incidentally grants access to them.391 Seeking such information
should initiate the adversarial process that governs print material
subpoenas.392 Accordingly, SCA mandatory disclosure orders issued to third
parties are unconstitutional because they authorize the government to retrieve
the full array of journalists’ work product without notice and infringe on the
privacy of the independent press.393

Moreover, while the Supreme Court has not weighed in on this precise
guestion, it has already endorsed a similar privacy argument in Carpenter v.
United States. The Carpenter Court recognized that, when an individual has
a legitimate privacy interest in their stored records, the government needs a
warrant or probable cause to acquire that information.394 While the Court
noted that this warrant requirement would only apply in exceptional cases,395
claims involving reporter’s privilege should fall into this category. Many
state shield laws provide that grand juries should not issue press subpoenas
as typical investigative tools.396 Additionally, most courts evaluating the
reporter’s privilege implicitly caution against frequently subpoenaing
journalists through their balancing tests.397 As such, to determine whether a
qualified reporter’s privilege exists, most courts rely on elements such as
clear relevance to a specific legal violation, indispensability to the
maintenance of the claim, and unavailability of the evidence through other
means.398 The demanding threshold courts impose to overcome the qualified
reporter’s privilege signals the judiciary’s desire to limit compelled

387. Seeid. at 1042-43.

388. See id. at 1045-46; supra Part 11.A.4.

389. See supra Parts I.A.2, 1.C.4.

390. See Warshak, 631 F.3d at 288; supra Part 11.B.1.

391. See supra Parts .LA.3, 11.B., lILLA.

392. See supra Parts I.A.1, 11.B.
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disclosure and insulate journalists in this context. Finally, the DOJ media
guidelines state that subpoenas to the media—both directly and to connected
third parties under the SCA—should be “extraordinary measures.”399 The
Court, therefore, has ample reasoning and precedent to conclude that
subpoenaing journalists’ third-party services constitutes an unusually
delicate circumstance in which the government would need a warrant or
probable cause.

2. Notice Deficiency Forecloses Judicial
Protection and Renders These
Subpoenas Unconstitutional

Furthermore, these SCA disclosure orders are per se unconstitutional when
issued to journalists’ third parties because they allow the government to
circumvent the established mandatory notice requirement. Reporters are
rightfully entitled to object to a government subpoena before it occurs, like
all people who are subpoenaed.400 But, journalists meaningfully differ from
private citizens because they fulfill a constitutionally recognized role as a
check on government power.401 Thus, there must be the procedural
safeguard of a notice requirement to preserve not only a journalist’s
individual autonomy but also the press’s institutional autonomy.

The Branzburg Court permitted grand juries to subpoena the press on the
premise that the court orders would initiate the essential judicial process in
which a journalist could move to quash and a judge could rule on the
disclosure.402 The SCA, however, allows the government to subpoena a third
party without notifying the reporter—and often prohibits the third party from
doing so—because journalist clients are no longer necessary for
compliance.403 The government can appeal to the court for ninety-day
extensions if it believes that notifying the reporter would compromise an
ongoing investigation.404 This is a dangerous loophole, as the DOJ routinely
contends that journalists interfere with criminal investigations, national
security, and the administration of justice.405 Because the SCA does not
qualify how a reporter could “seriously jeopardiz[e]” an ongoing
investigation,406 the statute grants the government the authority to effectively
bypass a principal constraint of Branzburg.

Finally, safeguarding the constitutional role of the press demands more
than allowing third-party intermediaries the opportunity to contest the
subpoenas they receive on a journalist’s behalf. Though some courts have
held that third parties, as agents for their users, can move to quash

399. 28 C.F.R. §50.10(a)(3) (2025).
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government subpoenas,407 this is not a meaningful protection.408 While
telecommunication services might have a right to challenge an order, they
lack a protected interest and thus have no incentive to seek judicial review.409
In his dissent in Reporters Committee, Chief Judge Wright stated that
reporters’ First Amendment rights were “protected only to the extent that [the
reporter] happen[ed] to learn of a request for their records either through the
unlikely receipt of a phone call from the telephone company . . . or through
some other source of their own.”410 New York Times illustrates these
concerns. When the Times asked its telephone providers to notify the
organization of any government subpoenas they received, the providers
refused. 411 Although third parties may have standing through the
development of Fourth Amendment doctrine that allows service providers to
challenge subpoenas directed at their users,412 courts cannot meaningfully
protect the foundational right to a free press unless journalists themselves can
oppose intrusions.

CONCLUSION

The government’s use of the subpoena power against journalists is not per
se unconstitutional. Subpoenaing journalists’ third-party services under a
gag order, however, is per se unconstitutional. Branzburg had a profound
impact on the American press, opening the door to aberrant interference with
journalistic practices and severely limiting the reporter’s privilege at the
federal level. But, the Branzburg Court could never have accounted for how
modern technology would enable technical loopholes.

Congress insisted that the SCA would resolve the looming crisis of
government infringement on individual privacy through third-party record
holders. Instead, it permits the government to secretly obtain journalists’
confidential information, impeding the core function of newsgathering
protected by the First Amendment. More concretely, this is a clear violation
of the Fourth Amendment because the government is obtaining this
information from third parties without notifying the affected journalists who
have a recognized privacy interest in their work product. Thus, the Trump
administration is stripping the press of its ability—and right—to challenge
the subpoena before mandatory disclosure. And because the intrusion occurs
well before the reporter can mount a challenge, the chilling effect is no longer
theoretical but a practical consequence of violating the Fourth Amendment.
Therefore, as the war on journalism persists, the press must seek the
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protection and wield the power of both the First and Fourth Amendments to
defend a right essential to newsgathering and democracy.



